20I1PL

CIPL AT 20 — SHAPING DATA POLICY FOR TOMORROW
NNNNNNNNNNNNNNNNNN

China’s Data Privacy Landscape
and Upcoming Legislation

23 February 2021



Overview of China’s Data
Protection Landscape

Dora Luo
Partner, Hunton Andrews Kurth LLP




China’s Privacy and Data Security Laws RN AN

Cybersecurity Law, Data Security Law (draft) and Personal
Information Protection Law (draft) constitute fundamental laws related
to cyberspace administration and data protection in China.

Data
Security
Law

Personal Information
Protection Law

Cybersecurity
Law

Draft released on Oct 21,
Draft released 2021

on July 3, 2020

Effective on June
1, 2017
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Cybersecurity Law

* Cybersecurity Law applies to all enterprises that operate a
computerised information network system.

* Cybersecurity Law focuses on

* Regulations on the Graded Protection of
Cyber Security (Draft) /X 4% 2 4= %5 25 {%
&M CAER = AR

e Announcement on the Promulgation of
the Catalog of Key Network Equipment
and Specific Network Safety Products
(Batch One) /X TR AT W45 0B 15 7%
MM sgZeTHEmER CGE—HD )

e Regulations on the Protection of the Security of

Critical Information Infrastructure (Draft) /5<%
{5 BRI 2 A OR3P 25 (ER = WARD

e Measures for Cybersecurity Review /X% 2 4=
ERCINPS
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Data Security Law (Draft)
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Personal Information Protection Law (Draft) HR2NSGN
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Various laws and regulations containing privacy and HUNTON
data protection terms ANDREWS KURTH

Personal information protection related clauses in the synthetical laws:
* The Civil Code/ i it
»  Amendment (IX) to the Criminal Law of the People‘s Republic of China /HHIVE& 1IEFR

n.
 Anti-Terrorism Law/ Zvfi 3= X 75
* Law on the Protection of Rights and Interests of Consumers/{H 2% &Y 35 (R 471k
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Various laws and regulations containing privacy and data protection HUNTON
terms (continued) ANDREWS KURTH

Privacy and data protection provisions dispersed in various laws and regulations, including:

)

Regulation on the Protection of the Security of Computer Information Systems/It &5 R R RZLZ ERIFFEA
Several Provisions on Regulating Market Order of Internet Information Services/f3E G BAME B RFZhiatkEE THE

Decisions of the Standing Committee of the People's Congress of China on Safeguarding the Security of the Internet /£E ARKR X
SEBEASRTHEIFEREMNEZERNRE

Regulations on the Graded Protection of Cyber Security (Draft)/M & 4L £ ZFRIRIFRA (1EKEDITE )
Cryptography Law /25 18X

——

Methods for Identifying Unlawful Acts of Applications (Apps) to Collect and Use Personal Information /AppiE iGN EFEHAMNAG R
TRNERE

Several Provisions on Regulating the Order of the Internet Information Service Market/JSe G BXINE BIRFZ A& TE
Provisions on Protecting the Personal Information of Telecommunications and Internet Users/EB 51 G XM AP N AE B RIFAE
E-commerce Law/HLF i 55 7%

Tourism Law/figiFi%

Regulations on Management of Internet User Account Name/BE EXW A K-S B FRE A E

Measures for the Administration of Communication Cybersecurity Protection /iS5 W 4% & 4= B 47 B/ p s

Measures for the Administration of Internet Email Services /T 15 /X Hi, 7 BB 4- Ak 55 &5 B p i
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Specific regulatory areas

* Children’s privacy

* Health and medical industry
* Financial industry

* Telecommunications

* Postal service

* Taxi

* Credit Investigation Industry

* others
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Guidelines/National Standards HUNTON

The three fundamental laws will be accompanied by an extensive series of guidelines and standard documents which,
typically, will not be binding, but should still be taken seriously because they establish best practices and regulatory
expectations. This portfolio of guidance documents is still emerging. A certain number of these have been issued but only in
draft form with substantial or even fundamental changes still possible, while others are still being drafted and have not been
published yet. For example:

* Information Security Technology — Personal Information Security Specification/{§ EZE£B A NAEEZ EME(GB/T
35273-2020)

* Information Security Technology — Guidelines for Personal Information Protection Within Information System for Public

and Commercial Services/{E RREH AR 2 EBARSEERERA T ABERFRIFEE
* Personal financial information protection technical speC|f|cat|on/AAérﬂﬁ%\{%?ﬁ'T§7K I

* Information Security Technology — Guidelines for Data Cross-Border Transfer Security Assessment (draft for comment)/

SREEHA REHERTE N EERE (1EKEDE )
* Information Security Technology — Guide to De-ldentifying Personal Information /IE BRZXEH A N AIEBRER{EIEmE

 Information Security Technology — Security Impact Assessment Guide of Personal Information /IEEREZE£HE AN T AEER
BE ML
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Main Regulators for Privacy and Data Protection in China HUNTON

 Cybersecurity Administration of China (‘CAC’)

e Ministry of Public Security (‘MPS’)

*  Ministry of Industry and Information Technology (‘MIIT’)

e China Banking and Insurance Regulatory Commission (‘CBIRC’)

 National Health and Family Planning Commission (‘NHFPC’)

 National Medical Products Administration (‘NMPA’)

*  Ministry of Science and Technology (‘MST’)

e State Administration for Market Regulation (‘SAMR’)
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http://www.miit.gov.cn/
http://www.cbrc.gov.cn/english/index.html
http://www.nhfpc.gov.cn/
http://www.nmpa.gov.cn/WS04/CL2042/
http://www.most.gov.cn/eng/
http://www.saic.gov.cn/

2021 Prospects HUNJ SN

* Personal Information Protection Law

* Data Security Law

* Implementing rules for the three fundamental laws
* Regulation on Cybersecurity Graded Protection

* Regulation on Security Protection of Critical Information
nfrastructure

* Enforcement Actions
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China PIPL vs EU GDPR

Sam Grogan
Global Privacy Policy Analyst, CIPL




ZQIPL General

CIPL AT 20 — SHAPING DATA POLICY FOR TOMORROW

PIPL contains 70 Articles over 8 Chapters — PIPL provisions prevail where there is a conflict of law

PIPL applies extraterritorially — largely the same territorial scope as the GDPR with minor differences

Some key concepts differ from the GDPR - sensitive information, entrusted third parties, anonymization

Penalties — similar approach to sanctions but level of fines, revenue percentages and scope of application
differ; introduces concept of “grave” unlawful acts and personal liability

DPA — unclear which authority will be responsible for monitoring compliance with and enforcing PIPL
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Data Processing Principles

Legal Grounds for Processing

Children’s Data

Sensitive Data

Transparency

Automated Decision Making

Security and Breach Notification

Transfers

Obligations

eLargely identical to GDPR
eLawfulness, explicit purpose, data minimization, transparency, accuracy, data security, storage limitation

eLargely identical to GDPR with some differences in scope
eSeparate consent required in certain cases
*No legitimate interest processing ground or concept of compatible use

eSimilar to GDPR - organizations must obtain the consent of a minor’s parent/guardian
eAge threshold is any child under the age of 14

eDifferent categories of sensitive data
*PIPL not clear as to whether bases other than consent can be used to process sensitive data
*Organizations must inform individuals of the necessity of processing sensitive information and impact on them

eLargely similar with GDPR
eScope of exceptions to provision of notice differ
¢In contrast to GDRP, PIPL specifies that individuals must be able to download and save privacy notices

eDiffers to GDPR with respect to designation of DPO — PIPL requires DPO to be appointed once a certain amount of
personal information is processed

*PIPL does not provide any information about the position and tasks of the DPO

eSimilar requirement to GDPR (i.e. right to object to impactful ADM and obtain an explanation for such decisions).

eUnder PIPL, the data subject can object or require an explanation if the he/she considers that the automated
decision has a material impact on his or her rights

eLike the GDPR, PIPL does not provide an exhaustive list of security controls as it seeks to remain future-proof
eBreaches must be reported immediately following identification which differs to GDPR 72 hour threshold

*PIPL enables some transfers via certifications and data transfer agreements

eGenerally quite different to the GDPR (contains a provision on localization, requires consent on top of an
applicable transfer mechanism and includes different transfer mechanisms (e.g. CAC Security Assessment)



20IPL Data Subject Rights
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Appears in GDPR and PIPL

Rectification Restriction

Not Subject to Solely
Automated Decision Collective Action
Making

Complainto a Objection
Supervisory (not explicit)
Authority

Appears in GDPR but not in PIPL

Effective Judicial Effective Judicial
Remedy against a Remedy against a
Controller/Processor DPA

Data Portability Compensation Claim




20IPL Accountability
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——— HUNT

Accountability is included in the PIPL — controller must take necessary measures to ensure the
processing complies with the provision of laws and administrative regulations

PIPL expressly requires organizations to develop an internal management system and operating
procedures to ensure compliance

PIPL requires the data controller to carry out a risk assessment for certain forms of processing

PIPL requires the data controller to regularly conduct compliance audits
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Corresponding measures against

countries adopting discriminatory

prohibitions, restrictions or other
measures

CAC to advance the building of a
socialized service system for
personal information protection

Unique Provisions

PIPL Infringement Impact on
Credit Files

Security Assessment
for Transfers



Preparing for PIPL and
Other Laws

Royce Wee
Director, Head of Global Public Policy, Alibaba Group
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Histo ry £ Alibaba Group

* Personal data protection is not new; moves towards PIPL started some time ago

« 18th National Congress in 2012: some selected key developments include

> September 1, 2012, Regulations of the Ministry of Industry and Information Technology on the Protection of
Personal Information of Telecommunications and Internet Users

> December 25, 2012, Decision of the Standing Committee of the National People's Congress on Strengthening
the Protection of Internet Information

» On June 1, 2017, The Cyber Security Law was put into effect, which specifically provides for the protection of
personal information

» October 1, 2017, The General Provisions of the Civil Code were put into effect, which for the first time made it
clear that the personal information of natural persons is protected by law

> May 1, 2018, Information Security Technology Personal Information Security Code was officially implemented

» March 1, 2019, The Self-Assessment Guide for app illegal collection and use of personal information was
published

» October 1, 2019, The Regulations on the Protection of Children's Personal Information Network came into
effect

» December 30, 2019, Four departments jointly issued the "Measures for determining the illegal collection and
use of personal information by app violations™

» March 6, 2020, A new version of the Information Security Technology Personal Information Security Code was
released

» May 28, 2020, The Civil Code (The Right to Personality) was considered and adopted

» October 13, 2020, The first draft of the PIPL was submitted to the National People’s Congress

Confidential 20
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International developments in data protection E2MpRa 0o

« As an organisation with multiple business lines across different geographical boundaries, we are also
impacted by international developments in data protection, including:

> On May 25, 2018, the EU General Data Protection Regulation (GDPR) came into effect

» August 14, 2018, Brazil's General Data Protection Act was formally passed, and came into effect in
August 2020

» June 28, 2018, The California Consumer Privacy Act (CCPA) was passed, and came into effect on
January 1, 2020

» December 11, 2019, India's draft Personal Data Protection Act 2019 was tabled in Parliament.
Changes are expected after review by the joint parliamentary committee

» June 5, 2020, Japan amends the Personal Information Protection Act, which will come into effect in
June 2022

> February 1, 2021, Singapore's revised Personal Data Protection Act came into effect

« Importance of understanding local laws, nuances and priorities, in order to have effective

compliance

Confidential 21
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Early preparation for compliance is key o e

- Early preparation for compliance is essential due to the need to understand details and the changes that are

necessary to be rolled out
* Formation of a central team that is the overall lead

* Representatives from different teams with the right expertise and skill sets, including legal, compliance, public

policy, international affairs, and government affairs
« Carry out an analysis of the provisions of the draft PIPL
 Work with business leaders on impact to their business processes and practices

* Find out the delta between the draft PIPL and other existing Chinese laws on data protection and international data

protection laws
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Early preparation for compliance is key E2NRaa0

* Provide feedback to the Chinese authorities for their consideration on clarity of language, and the balance and
feasibility of the provisions (e.g. recognise the legitimate interest of the data processor, the limitations of consent
and unsuitability of consent in specified circumstances, deconflict or reconcile related data protection laws, the

importance of cross-border data flows for order fulfilments and to serve customer needs)

 Focus is to improve the organisation’s data compliance governance (e.g. DPIA on selected higher risk areas of data
processing, such as the processing of sensitive personal information, automated individual decision-making,
sharing or otherwise providing personal information to a third party), and to ensure the realisation of user’s rights
(e.g. data access, correction, deletion, object to automated individual decision-making and to direct marketing,

data breach notification)

* In the longer term, the aim is to systematise compliance, to make compliance as a service, and to embed

compliance, security- and privacy- by design within organisational processes, our values and culture

Confidential 23
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Trust and accountability is ultimate goal E 25020

Our goal is to be a trusted, secure and accountable organisation

* In a digital economy, trust becomes not only essential, but a competitive advantage. With greater trust and
confidence, consumers will be more willing to provide their data to organisations. In turn, organisations can use
the data to provide better, more suitable and customised goods and services to consumers, forming a virtuous

loop

» This is a long-term target which requires continual effort. We recognise that we are not perfect and this will always

be a work-in-progress, but we have the intent and the commitment to do better and improve

- Hence compliance is treated very seriously as a strategic regulatory and business objective

Confidential 24
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The Developing Al Regulatory
Landscape

Zhao Jingwu
Associate Professor, Beihang University
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I. Al development situation in China

- FEATEEARAR

)y

/Ei +  II.AI Legal Policy | Status in China
e = A:_%%ﬁwzt*m%w:

\

I111.Focuses and leﬁcultles in Next step of Al
Legislation

=. ALER T —PIERNE R R




development situation in China
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1. E55 B 720174 H 6 /Y G — AN L& e &
The development strategy of Al in China was started by the State Council 1ssuing

the National Next Generation Artificial Intelligence Standards System
__Development Guidelines (heremafter referred to as Development Guidelines) in

2017
_2 *\a -
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The Construction Guide of Al Standard System of the National Next Generation ,

introduced on July 27, 2020, verifies the initial conduct of construction of Al
standard system.
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As a general outline guiding Al development at country level, the Development Guidelines
~ has been implemented through the publish of some departmental regulation paper such as
“"\,\Standard Syst@m Construction Guide (2020) and Ethical Safety Guidelines (2020).
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1. Al development situation in China
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Global AI Development Report (2019) from Wuzhen Think Tank
 BERE (ERATEREERS (2019) )

There are still significant differences in the level of Al development between countries. However, the United States and

China are sitting the top rank. Overall, the technological transcendence of the US inakes it temporarily unchallenged.

Thanks to populatlon superiority and its open to the world, China makes 1t convenient for Varlous land applications to
flow to the' market rapidly.
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In 2019 the National Professional Committee on Governance of Next Generatlon Al released a paper‘ called Principles
of Governance of New Generation AI--Developing Responsible AI %
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1. Al development situation in China
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N Global AI Development Report (2019) from Wuzhen Think Tank
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On October 29, 2020, the Central Committee of the CCP otleormulatmg the Fourteenth Flve-Yeal* Plan for Domestic
/ Economy and Social Development and other Visionary Goals for 2030 was approved by Chinese government

(20204104291, HEEBUEMK (3L EF‘S%?%?%‘J&I%%/F?%HH/\%\% SIS LRI —0
15 | :ﬁﬁmﬁa H Fm B2 B0 4

N

\\

\ I A Pij .

4 | .

/ N = .
| é—g,— g -

N . .
N ot
-y

& i =

» Promote deep intergration of industries
> [ES R TR E
» Establish fundamental regulations and rules

> S ST LA ] BRI AR AE RIS



2 The rapid development of Al 1s in urgent need of new laws
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II.AI Legal Policy Status in China
= WEANTERIERBERIR

;Chlna 1S developlng the legal policy structure in

'
4

' 1.national strategic management layout “ -

1. [EoK EnsE BiAG &

. 2.Policy support for industry and industrial regulation
2+ PO SRR ARG

3.Legal security’ and guarantee of ethical controllable bottom line
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4.enterprise and industry self-regulation system as the core
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1.National strategic management layout

: - o
1 A % ﬁzlﬂg&r E_i J/\])
the Development Plan for New Generation Artificial Intelligence by State Council on Semptember, July

o BESRE Gh—RATEBERERRD (2017:_7)%)

~ "At present, the sfru&;uon of China's national » Basic Three-step Stl”ategl‘i goal.

securlty and mternatlonal competition is more principles. The first step, by 2020, Chma s overall Al technology and applications will
- cﬁmplexﬁhus Fhs necessary to act globally and reach the world” s advanced level. AI ethical norms and policies in several

fields will be initially established. Y\
801ence&technol “The second step, by 2025, Al basic tl’le(}ry will achieve a significant
s leads. breakthrough and construction of 1ntelligent society will make progress. We will

~ observe the developmegt of Al at national
Mrategw level, then we'should lay out
\systematlcal d651gn Schémes actively, firmly ogy

Sveteriiatic thave preliminary establishment of Al la;Ws and regulations, ethical norms, policy
grasp the chance to perform in the new stage of >Y k ‘Systems, Al security assessment and control capabilities.
1nternat10nal competition in the development of layout. | The third stép, by 2030, the overall Al'theory, Al technology and Al applications
| AI ShOWll).g our initiative. Consequently, we can Market- ‘\Wlﬂ be_ at the world's leadlng level. Apd intelligent economy, intelligent society
i ‘create a new competltlve advantage, exploit a new orientation. W1LI be. -efﬁment There will be a nymber of world- leading Al science and

techn@logy inmovation and talent training bases, and more complete Al laws,

space for*development and effectively maintain Open source and regulatlons Sl 474 policy system. = 45 2 Hits El £

national security."
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“upr FEEREENERESHATME Do
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2. Pollcy support for industry and industrial regulation

2. F‘Jkﬁ(fii SEAIALYE

Expressmn Departmental regulations embodied in AT specific
apphcatlon scenarrps

: ”iJALEiflUL’ N FH 3 5 AR T R0

or example, in the fleld of autonomous driving
igent connecté‘d vehicles) f A
%w,iﬂ %H%%H$>ﬁﬁ b

\\

\ X \\ ». ) b A ’;‘.

e Raad Test Mcﬁmgement Specification for Intelhgent Qorlﬁected Vehlcle (for ‘Trlal) (May 2018) by the
‘\ Mm.is.try of Industry and Information Technology, Ministry:of Public Seeunty, Ministry of Transport

> U T, AR, BEHE (HEEMBYE EEBITREEMIE GR4T) ) (2018485 H L)

> Atrticle 8: Relevant authorities of provincial and municipal government sections select a number of typical
parts of roads under their jurisdictions to do road testing for intelligent networked vehicles and announce
the results to the social.
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3.Legal security and guarantee of ethical controllable bottom line-phases of
legislation: 2020,2025,2030.

3 IR ENMEE N A R&RE— LA RB Bt 2020, 2025, 2030.

\ I

> (1) Net‘work and intelligence security
~ legislation.

>>u>M%ﬁ@ﬁ£éj%

> (2) Personal 1nfarmat10n and enterprise
~ data protegtfon laws (having no
systematlc and targeted legislation yet).

> (2) DA B A HHE R
B (f‘ifl%%%’ws B X5 % 32
)

> (3)Algorithm specification: special
specification for AI supporting
operation

> (3) BN ATHELHR
B AT BRI

tl

VVVYYVY

E-Commerce Law

> (HymSE)
> Cybersecurity Law(2017)

> «H?%z?%é'zﬂg» €2017)

Rules in Chapter 0% of the Cybersecurtty Law Of protectlon of personal information

(EE T IS SN - %%mﬂm

Rulessinshe B<Commeice Law on protectlon of* persn‘nal information

(TR EIE). (2019) T4 N1E. T%TFB’}%RE
A series OE regulatlons or standards’including Guwlelmes Personal Information Security
Regulation Personal Information and Importan-f 'Data Outbound Security Assessment
Measures (Dmﬁ for Comments), Provisions on ’Protectzon of Personal Information of
Telecommunications and Internet Users, etc. 4

%ﬁﬂﬁﬁ%ﬂ%‘@ﬂ‘ﬂﬁ@% (1R (MAERZAMIE)  (DAME A E R

Wiz VA A0 CRERE LR )~ CRUB AT BRI A M8 B e ) &
Information Security Technology: -Regulation of Personal Information Security (GB/T
35273-2017)

(fFERZEHAR: PANBERZEMIE) (GB/T 35273-2017, fajhx (ZEHIE) )
Cybersecurity Standard Practice Guideline--Al Ethical Security Risk Prevention Guidelines
issued by the Secretariat of National Information Security Standardization Technical
Committee
4 EE R 2 e TR B2 R AT (% 2 e hr e sE iR r— N L& Be
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4 Enterprise and industry self-regulation system

4, ,L/EL{HH Tk BRA R

>Industry Self-Regulation Convention: of .:':' A
Zho‘ngguancun Big Data Industry av; \
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III Focuses and Difficulties in Next step of Al Legislation
- ALFEGR T —PILiEE )ﬁ*ﬂﬂﬁ)ﬁ

» 1 Strengthening the basic leg1slat10n of AI
> (—) I3 TR e AR T

Z

» 2 Promoting the institu%iorial lzegislation of
> () HEEA TR B I S

» 3 Refining the field legislation 6f‘AI o
> (=) A0 T2 A ATk v 35




I Strengthening the basic legislation of Al

(—:) IngE N\ T4 B HYZAih L2

Establishing a general law of personal information protection.+
refine the legislation on personal information protection in

> (1) Strengthening the basic legislation of special fields r |

- personal information protection of artificial ’“{'JE/I\J\EE\%TFH‘J?ﬁ%ﬂ@%ﬂﬂ%ﬁ%@ﬁiﬁﬁ\kfé%ﬁﬁj
| \\lntethgence A\ Lﬁi.,' /s : > \
Ab s J' 2 N

} jJD%'EAI | H/J MM B ORGSR, 7.aking up data sources, ownershlp, utilization and protection

N ) (%) Strengthen'lng the basic data legislation for bf art|f|c1a| mtelllgence+ Maklngxup the specialization needs

\ - artificial 1ntelhgence Eand protectlon legislation for data of artificial intelligence.

> R TR B A R T R MBAR IR, BUE . R RIGRE )+ A

> (3)Strengthen1ng the basic legislation on'the %‘l‘%E’Jiﬂfﬁﬁ’]%%@mﬁjﬁﬂlﬁﬁjiﬁ
‘ % algorlthm of AL AIgerthm1c equal|ty+AIgor|thm|c transparency+Algorithmic
> IneE N T A BE 1 v BL R T s th|c+Algor|thm|c supervyision

> (4)Strengthening the basic legislation on the = /A O = B 03 S PR R o (L = R =

safety and ethics of artificial intelligence

> NN\ T8 fe & e AME BELAE ST

Cybersecurity legislation+Special security legislation based on

the development and application of Al systems, management,
products or services.

28 2Nk BT N TR ARG, FH. P mEdikS BT
RN FHARF R 22 4 313




2 Promoting the institutional legislation of Al

() HERE T A 1 Ik

ield legislation of Al
TR T T

i
(e-commerce platform)

/f.‘
=)
7

gent / rtation (drones, autonomous driving)
TREZSE CBANL. EBIELD
/,,,Ak/.;fiiﬁ/telyl’i’x en ,,J,/f"'édical care.
**4%*?}2 ff/o
_5. Intelligent law (judicial information services)
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6. Intelligent robot.
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Centre for Information Policy Leadership
www.informationpolicycentre.com

Hunton’s Information Security Law Blog
www.huntonprivacyblog.com
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