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|. Introduction

Data flows between India and the United States are of unquestionable value to India’s
modern digital economy and society. According to a 2019 digital trade report’ from
the Hinrich Foundation, digital trade contributed $32.5 billion to India’s domestic
economy in 2017. The report further notes that this has the potential to grow to
$480 billion by 2030. Largely driven by India’s rapidly growing Al capabilities, IT and
business process outsourcing industries, digital exports represent the largest export
sector for India today. With respect to India-US trade specifically, India is the United
States’ eight largest trading partner and trade in goods and services, including digital
trade, between both nations surged from $16 billion in 1999 to $142 billion in 2018.2

In addition, a joint study by the Internet and Mobile Association of India (IAMAI)
and the Indian Council for Research on International Economic Relations (ICRIER)
examining the implications of data localization on India’s economy found that there
are negative cost implications, including for domestic companies, associated with
data localization policies.?

Given the economicimportance of data flows to both India and the US, it is critical that
cross-border data transfers are specifically enabled between the two countries. This
is of particular importance in 2020 as India seeks to update its data privacy regime
and introduce comprehensive data protection legislation for the first time. India’s
proposed Personal Data Protection Bill (PDPB) (Bill No. 373 of 2019) was introduced
in the Lok Sabha on 11 December 2019 and is currently being reviewed by a Joint
Parliamentary Committee.

The Centre for Information Policy Leadership (CIPL)* and the Data Security Council
of India (DSCI)® put forward this joint report to highlight the importance of continued
flows of data between India and the US following the passage of the PDPB. This report
is intended to inform the Joint Parliamentary Committee’s review of the PDPB as
well as Indian Government officials working on a potential future trade deal with the
US. CIPL has previously provided extensive input on all aspects of the PDPB to the
Indian Ministry of Electronics and Information Technology (MeitY) and to the Joint
Parliamentary Committee reviewing the PDPB.°
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I. Introduction

Specifically, this report aims to:

« Outline relevant provisions of the PDPB in Chapter VII (Restriction on Transfer of
Personal Data Outside India) and section 50 on Codes of Practice that apply to
transfers of data from India to the US;

« Evaluate such provisions in light of established mechanisms for cross-border
data transfers in other global data protection regimes; and

« Consider available options to govern India-US data flows.

With respect to the last point, this report will:

« Discuss how India can enable data flows to the US by including certifications
and codes of practice as data transfer mechanisms in the PDPB which could
become interoperable with other certification schemes and codes, including
the APEC Cross-Border Privacy Rules (CBPR) and EU General Data Protection
Regulation (GDPR) certifications and codes of conduct; and

« Examine how India could facilitate transfers between India and the US
through the PDPB’s existing provision authorizing adequacy findings for
data transfer purposes. Tools to facilitate such findings, having regard to
applicable laws and international agreements, could include an India-US trade
agreement specifying a commitment to recognize or elaborate upon relevant
transfer mechanisms (e.g. APEC CBPR in which the US is a participant or future
Indian certifications or codes of practice) and/or a formally binding cooperation
agreement or Memorandum of Understanding (MOU) between the Indian Data
Protection Authority (DPA) and the US Federal Trade Commission (FTC).

Each of the above transfer schemes relies on an enforcement mechanism to ensure
compliance with its standards. The US FTC is the primary privacy enforcement
authority in the US and has vigorously enforced” cross-border privacy commitments,
including APEC CBPR as well as the EU-US Privacy Shield Framework. With respect
to the latter, it is important to note that in July 2020, the Court of Justice of the
European Union invalidated the EU-US Privacy Shield Framework.® Privacy forms part
of the FTC’s jurisdiction over consumer protection matters in the US. Equally, it is
important to remember that while the FTC has broad enforcement jurisdiction over
broad sectors of the economy, certain aspects of the economy, such as components
of health and financial services are regulated by other US government agencies,
including on privacy and data protection matters.

Moreover, while this report outlines a number of pathways available to India for
enabling data transfers to the US and respectfully suggests certain options, we
appreciate that India will conduct its own assessment of the available options in the
context of any trade negotiations with its US counterparts.
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. Provisions in Bitl
Relevant to Data Tra

Chapter VII of the current draft of the PDPB outlines India’s proposed approach to
regulating transfers of sensitive and critical personal data outside of India. The PDPB
does not limit transfers of non-sensitive and non-critical personal data.

Chapter VIl—Restriction on Transfer of Personal Data Outside India

Section 33 of the PDPB imposes a prohibition on processing sensitive personal data
and critical personal data outside of India.

Section 33 specifies that sensitive personal data may be transferred outside of India
but must continue to be stored in India. In effect, a local copy of all sensitive personal
data must remain within India at all times. Sensitive personal data is defined broadly
in section 3(36) of the PDPB and constitutes “personal data, which may, reveal, be
related to, or constitute financial data; health data; official identifier; sex life; sexual
orientation; biometric data; genetic data; transgender status; intersex status; caste
or tribe; religious or political belief or affiliation; or any other data categorized as
sensitive personal data under section 15”. Section 15 of the PDPB permits the Central
Government to classify further categories of personal data as “sensitive personal
data”.

Section 33 further notes that critical personal data may only be processed in India.
Coupled with the fact that critical personal data can only be transferred outside of
India under two limited circumstances (see below), this effectively creates a data
localization requirement for critical personal data in India. In addition, some of the
data may not even pertain to Indian data principals, which adds another compliance
challenge and does not contribute to any additional security or privacy. Moreover,
the PDPB leaves the definition of “critical personal data” to the Central Government.
The lack of a definition creates challenging legal uncertainty for domestic and foreign
entities that want to transfer data to and from India.
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II. Provisions in Bill No. 373 of 2019 Relevant to Data Transfers

Section 34 of the PDPB outlines the circumstances in which sensitive personal data
and critical personal data may be transferred outside of India.

Sensitive personal data may only be transferred outside of India for processing
purposes when explicit consent is given by the data principal for the transfer, and the
transfer is made (1) pursuant to a contract or intra-group scheme approved by the
Indian DPA; or (2) where the Central Government has made an “adequacy” finding
with respect to a particular country, entity, class of entity in a country or international
organization; or (3) where the DPA has allowed the transfer of any sensitive personal
data, or class of such data, necessary for any specific purpose.

With respect to an “adequacy” finding by the Central Government, this must be
made on the basis that the transferred sensitive personal data shall be subject to an
adequate level of protection, by the country, entity or class of entity or international
organization in receipt of the data, having regard to the applicable laws and
international agreements. In addition, the transfer must not prejudicially affect the
enforcement of relevant laws by authorities with appropriate jurisdiction.

Section 34 additionally provides two narrow exceptions to the default ban on
processing critical personal data outside of India. Critical personal data may only
be transferred outside of India (1) where such transfer is to a person/entity engaged
in the provision of health or emergency services where such transfer is necessary
for prompt action (note that such transfers must be notified to the DPA within
a timeframe to be specified by regulations); or (2) where the Central Government
has deemed the transfer to be permissible under a finding of adequacy along the
same lines as for transfers of sensitive data outlined above. With respect to the latter
exception, there is an additional requirement that such transfer, in the opinion of the
Central Government, must not prejudicially affect the security and strategic interest
of the State.

Section 5o—Codes of Practice

Section 50 of the PDPB provides that the DPA shall, by regulations, specify codes of
practice to promote good practices of data protection and facilitate compliance with
the obligations under the PDPB. Under the current text of the Bill, the DPA may approve
any code of practice submitted by an industry or trade association, an association
representing the interest of data principals, any sectoral regulator or statutory
authority, or any departments or ministries of the Central or State Government. The
PDPB lists specific matters that a code of practice may address, and this includes
transfers of personal data outside of India pursuant to section 34 (see section 50(6)
(q)). However, it is important to note that the PDPB does not currently list codes of
practice as an available transfer mechanism under section 34.
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IIl. Evaluation of Data Transfer Provisions in

Bill No. 373 of 2019 in Light of Established
Approaches for Cross-border Data Transfers
in Other Global Data Protection Regimes

A. Chapter VII—Restriction on Transfer of Personal Data
Outside India

While some aspects of Chapter VII of the PDPB bear resemblance to data transfer
rules found in other data protection laws, for the most part, sections 33 and 34 differ
significantly from other common approaches for transferring data across borders.
Such differences present significant challenges as detailed below. This section aims
to provide an evaluation of the current PDPB rules on cross-border data transfers in
light of established approaches for transfers in other global data protection regimes.

For India to continue to flourish as a global center of innovation and trade for
both Indian and multinational organizations, it is imperative that the PDPB include
interoperable rules on data transfers. There are alternative and less trade-restrictive
solutions that can address relevant concerns while avoiding the challenges put
forward by the current wording of Chapter VIl of the PDPB (see Section IV of this report
below).

Sections 33 and 34 of the PDPB present several challenges with respect to sensitive
and critical personal data:

Sensitive Personal Data

1. Requirement to continually store a local copy of sensitive data in India:
With respect to the transfer of sensitive personal data outside of India, a local
storage requirement will severely disrupt the operations of both data fiduciaries
and processors in multiple respects. Such a requirement would:

« Prohibit the use of technology relying on distribution of data: A local
storage requirement for sensitive data would undermine Indian companies’
ability to fully leverage emerging technologies that rely significantly on
global and distributed networks, such as cloud computing, data analytics
and Al and machine learning applications. This would negatively impact the
competitiveness of Indian organizations vis-a-vis their counterparts in other
countries that have access to such competitive technologies and data.
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I1l. Evaluation of Data Transfer Provisions in Bill No. 373 of 2019

« Impose the creation of redundant storage systems: The move to the
cloud and use of cloud services has only intensified in the COVID-19
world and will continue to do so in the post-COVID world. Such services
enable organizations to serve multiple markets without having separate
and redundant storage systems within each jurisdiction. Not only does
such centralization create economies of scale for organizations but it also
streamlines processing operations and ensures relevant types of data are
kept together—for example, ensuring that relevant health data is kept with
corresponding personal data stored for health insurance purposes outside
of India. By requiring organizations to store a local copy of sensitive data
in India, the PDPB would impose an obligation to create redundant storage
systems that would raise costs, disrupt business processes and create
information security risks.

« Increase costs to prohibitive levels for local and foreign small and medium
enterprises: One of the benefits of permitting data to flow freely between
countries is that it ensures the competitiveness of small and medium-sized
enterprises (SMEs). Modern day data storage solutions via cloud computing
have provided such enterprises with a platform to enter the market and
compete with larger organizations. The requirement to create redundant
local data storage systems for sensitive data could effectively act as a barrier
to market access for SMEs and startups. According to Statista.com, fintech
and healthcare startups accounted for almost 14% of all global startups in
2017—Dbusinesses which process large volumes of sensitive data on a daily
basis.? Such organizations may ultimately have no choice but to avoid serving
Indian customers due to the prohibitively high costs of creating redundant
storage systems, especially when such organizations are just starting out
and trying to launch their digital services.

« Compromise data security: Creating redundant storage systems for
sensitive data may expose such data to greater cybersecurity risks as well
as risk of loss from natural disasters. By concentrating such systems in India,
organizations would create additional and unnecessary “touch points™ of
vulnerability susceptible to attack and data loss. It would also prevent the
partitioning of sensitive data sets across global servers, which can provide an
additional layer of protection against hackers as well as business continuity
in the case of natural disasters.

« Create complex conflict of laws situations: A local storage requirement for
sensitive data has the potential to create complex conflict of laws situations
with other data protection laws globally. For example, holding data longer
than necessary or using data for different purposes than for which it was
originally collected (including to classify the sensitive data for local storage
purposes) could contravene many data protection laws, including the EU
GDPR. As the US considers further state privacy laws and potential federal
legislation, there is scope for similar conflicts to arise between the PDPB’s
local storage requirement for sensitive data and US privacy requirements.
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I1l. Evaluation of Data Transfer Provisions in Bill No. 373 of 2019

2. Requirement to obtain explicit consent on top of other requirements to
transfer sensitive personal data outside of India:

Contracts, intra-group schemes and adequacy findings are sensible mechanisms
to enable cross-border data transfers and are consistent with approaches taken
in other modern privacy laws such as the GDPR or Brazil's new privacy law,
the LGPD." However, the PDPB’s requirement to obtain an individual’'s consent
alongside such transfer mechanisms is an outlier among data protection laws
globally. It will seriously impact the ability of organizations to transfer data
abroad for legitimate and beneficial purposes.

Indeed, the GDPR only allows for the use of explicit consent as a basis for
transfer in cases where a transfer cannot be made pursuant to an adequacy
finding or an appropriate safeguard (e.g. binding corporate rules, standard
contractual clauses, codes of conduct, or certifications) and the individual has
been informed of the possible risks of the transfer. In Canada, the Office of the
Privacy Commissioner of Canada (OPC) conducted a public consultation in 2019
on changing its policy position for transfers to require consent for trans-border
data flows. At the conclusion of the consultation, the OPC ultimately decided
that consent for transfers is not required and that the existing approach based
on accountability remains appropriate.

The key concerns associated with requiring additional explicit consent for cross-
border transfers of sensitive data in the PDPB are as follows:

« Consent does not add additional protection to data principals: Requiring
consent for transfers on top of a contract, intra-group scheme or adequacy
finding does not necessarily add any additional protection to individuals. This
is because contracts and intra-group schemes already impose separate and
clear legal obligations to protect the data. In fact, such mechanisms impose
more requirements on data recipients and provide more protection than
consent as consent simply gives individuals the choice to accept whatever
risk they are presented with. Consent in this context is more of a mechanism
to protect the businesses rather than the users as it gives the businesses
cover once consent is obtained. According to a study from the Consumer
Unity & Trust Society Centre for Competition, Investment and Economic
Regulation (CUTS C-CIER), only 11% of Indian Internet users read privacy
policies.” In the digital and data economy, this number will not increase
as individuals will not be able to keep up with the sheer volume of consent
requests or make informed choices even if they tried. In today’s data centric
environment, it is unrealistic to expect individuals to protect themselves
via consent. Moreover, requiring consent on top of an adequacy finding
undermines the Central Government’s determination that a country, entity
or class of entities in a country, or an international organization provides an
adequate level of protection for sensitive data. Adding consent on top of
such a determination adds no additional protection to the individual. In fact,
no additional protections should be needed, as is illustrated by the fact that
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I1l. Evaluation of Data Transfer Provisions in Bill No. 373 of 2019

the transfer of sensitive data within India is permitted without consent; yet,
in a jurisdiction that is designated as providing a substantially equivalent
level of protection when compared to the protections provided under the
PDPB, consent is required.

« Requiring consent sends a confusing and inappropriate message about
transfers to data principals: Asking for consent for all cross-border transfers
of sensitive data is confusing to individuals and could mislead people to think
that there might be something inherently risky or wrong with such transfers.
In the modern global digital economy, transfers are essential to the provision
of a wide range of products and services for consumers. Consent requests
for every transfer of sensitive data which, in any event, can be made safe
through a range of other transfer mechanisms (contracts, intra-group
schemes and adequacy findings) may deter individuals from accessing the
full range of available products and services, even if they would benefit from
using them, for example, to avail themselves of health and wellness Internet
of Things (IoT) devices.

« Requiring consent imposes an unnecessary burden on data principals:
Asking individuals to consent to every transfer of sensitive data would
dramatically increase the number of consent requests they receive,
overburdening them and having the effect of diluting and undermining the
effectiveness of consent in situations where it would be meaningful.

« Requiring consent imposes an unnecessary burden on data fiduciaries
and processors: In preparing for compliance with the PDPB, organizations
would have to implement the mechanisms and procedures associated with
obtaining consent for transfers of sensitive data. This could cause substantial
costs to new and existing businesses, and disruption to organizations that
already have established mechanisms in place for the transfer of data
across borders in line with common approaches found in many global data
protection laws.

« Obtaining consentfor every transfer of sensitive datais notalwaysfeasible:
In some cases, it is impossible to obtain consent for a transfer of sensitive
data due to an organization’s lack of relationship with, and/or contact
information of, an individual whose personal data is being transferred. This is
particularly common in the provision of services related to fighting financial
crime, where an organization does not have a direct relationship with the
individual in question and may be mandated by law to share sensitive data
such as financial information.

In addition to these practical reasons against requiring consent for cross-border
transfers of sensitive data, there is an important policy consideration that the
Joint Parliamentary Committee should take into account as it reviews the PDPB’s
requirements for transferring data outside of India:
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I1l. Evaluation of Data Transfer Provisions in Bill No. 373 of 2019

« The definition of sensitive data may expand: As previously mentioned,
section 15 of the PDPB permits the Central Government to classify further
categories of personal data as “sensitive personal data” in addition to
those expressly outlined in section 3(36) of the Bill. This flexibility will
create perpetual uncertainty for both Indian and global organizations that
may be required at a moment’s notice to obtain consent for the transfer
of additional categories of data that are deemed “sensitive”. To ensure an
attractive Indian digital market for all organizations, the Joint Parliamentary
Committee should ensure predictability of the rules by clarifying how further
categories of sensitive personal data may be classified outside of the PDPB.
For example, regulatory guidance on sensitive categories of data that can
be rebutted through appropriate risk assessments may provide flexibility for
new risks that arise while ensuring more certainty for organizations.

Critical Personal Data

1. Critical personal data is not currently defined: The absence of a definition
of critical personal data in the PDPB will create considerable uncertainty for
organizations as they prepare to implement its rules. Providing open ended
flexibility for the Central Government to decide which categories of data are
considered “critical” also impacts data transfers as any data classified as critical
can only be transferred outside of India under extremely narrow circumstances.

2. Critical personal data can be transferred across borders only in extremely
limited circumstances: As noted previously, critical personal data may only be
transferred outside of India to persons/entities engaged in the provision of health
or emergency services and where the transfer is necessary for prompt action. It
may also be transferred under an adequacy finding where such a transfer would
not prejudicially affect the security and strategic interest of the State. CIPL and
DSCI understand that such a requirement may be motivated around concerns to
secure access to data in cross-border investigations of serious crimes. However,
there are other less trade-restrictive methods for achieving such access which
avoid the negative economic impacts that a localization requirement imposes
on digital trade. For example, India could seek to negotiate bilateral instruments
such as Mutual Legal Assistance Treaties (MLAT), new mutual legal assistance
mechanisms,™ agreements under the US CLOUD Act® or under specific trade
agreements.™
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I1l. Evaluation of Data Transfer Provisions in Bill No. 373 of 2019

B. Section 50—Codes of Practice

Codes of practice are an important tool for ensuring compliance, organizational
accountability and responsible data use. The term codes of practice could describe
both “codes of conduct” (the term used in the GDPR) as well as data protection
certifications, seals and marks (which the GDPR lists as a separate mechanism from
codes of conduct). However, it is not clear from the PDPB whether the term “codes of
practice” intends to capture both codes of conduct and certification schemes. Each of
these schemes play an increasingly important role in creating global interoperability
between different privacy regimes as well as cross-border transfer mechanisms. CIPL
and DSCI recommend that the Joint Parliamentary Committee consider amending
section 50 of the PDPB to expressly include certifications.

In addition, the Joint Parliamentary Committee should recommend adding
certifications and codes of practice to the list of existing mechanisms available to
transfer sensitive data under section 34(1)(a). An increasing number of countries
allow transfers of personal data across borders pursuant to such mechanisms,
including the US. The US currently participates in the APEC CBPR system. The US
also participates in the EU-US Privacy Shield and the Swiss-US Privacy Shield self-
certification frameworks—although, as previously noted, the EU-US Privacy Shield
has been invalidated as a transfer mechanism by the Court of Justice of the European
Union. The Swiss-US Privacy Shield remains valid pending further analysis by the
Swiss Federal Data Protection and Information Commissioner and the US Department
of Commerce has stated that it will continue to administer the EU-US Privacy Shield.
Both the US Department of Commerce and the FTC have made clear that the CJEU’s
decision does not relieve organizations of their ongoing obligations with respect to
data transferred under the terms of the Privacy Shield. Modern data protection
legislation also incorporates the concept of certifications (e.g. the GDPR and Brazil's
LGPD)."
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V. Available Options to Govern India<US
Data Flows

Itis clear from the above discussion that the current draft of the PDPB raises significant
challenges with respect to flows of personal data outside of India that might seriously
impair India’s ambitions to grow its economy and advance its SMEs, especially those
in the technology field. CIPL and DSCI believe that there are alternative options that
India can pursue to facilitate responsible data transfers to the US while ensuring the
protection of personal information in line with the PDPB.

A. Facilitating India-US Data Transfers: Enabling Certifications
and Codes of Practice as Transfer Mechanisms under the PDPB

One approach to facilitating responsible data flows from India to the US involves
enabling certifications and codes of practice as transfer mechanisms in the PDPB.
CIPL has previously made this recommendation to MeitY and the Joint Parliamentary
Committee reviewing the PDPB."” Such certifications and codes of practice should be
designed in ways that are interoperable with certification schemes of third countries.
Achieving such interoperability could involve considering the APEC CBPR, GDPR
certifications and codes of conduct, or certain elements of the now defunct EU-US
Privacy Shield Framework in building India’s own certifications.

Privacy certifications are of great value to the Indian market. A recent study by CISCO
examined the value of privacy certifications in the buying process when selecting
a vendor or product. 95% of Indian companies agreed that privacy certifications
are an important factor. In fact, out of the 13 countries surveyed in that study,
Indian companies placed the highest in terms of assigning importance to privacy
certifications.™

There are several ways India can introduce certifications for cross-border data
transfers in the PDPB:

« Add certifications and codes of practice to the list of existing mechanisms
available to transfer sensitive data (i.e. contracts and intra-group schemes)
under section 34(1)(a).

« On top of this, expand section 50 of the PDPB, dealing with codes of practice,
to explicitly include certifications. This would directly link the PDPB with
certifications that deal with the transfer of personal data outside India under
section 50(6)(q).
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IV. Available Options to Govern India-US Data Flows

« In the absence of explicitly including certifications in section 50, India could
interpret the meaning of “codes of practice” to implicitly include certifications.
As noted above, it is arguable that codes of practice already encompass
certification schemes. Codes of practice are defined in the PDPB as “a code
of practice issued by the Authority under section 50”. Section 50 notes that
the Authority shall, by regulations, specify codes of practice to promote good
practices of data protection and facilitate compliance with the obligations under
the PDPB—certifications, by their very nature, achieve such goals (i.e. promotion
of responsible data practices and compliance with applicable law).

Enabling certifications and codes of practice in this way would also put the Indian DPA
in a position to recognize the certifications of third countries as valid certifications
under the PDPB to the extent they are in line with its own certifications for data
transfers or substantially align with the privacy protections in the PDPB. Where
foreign certifications are not substantially in line with Indian requirements, India could
negotiate add-on protections to close any material gaps. As an example, this might
include approving the APEC CBPR as an equivalent certification (plus any necessary
add-on protections), thereby permitting data flows between Indian organizations and
CBPR certified entities generally or to US CBPR certified organizations specifically. In
June 2020, the Singapore Personal Data Protection Commission (PDPC) took similar
action by amending its Personal Data Protection Regulations relating to “Transfer
of Personal Data outside Singapore” to recognize APEC CBPR and its corollary
system, the APEC Privacy Recognition for Processors (PRP) as transfer mechanisms
in their own right. This allows Singaporean organizations to transfer personal data
to an overseas recipient that is CBPR- or PRP-certified.” Similarly, Japan’s Personal
Information Protection Commission (PPC) recognized, in guidelines relating to the 2015
Amendment of the Japanese Act on the Protection of Personal Information (APPI), the
CBPR as an international framework on the handling of personal information for data
transfer purposes under the APPI.*°

Additionally, in enabling certifications and codes of practice as transfer mechanisms
under the PDPB, India should consider the enforceability of such certifications. For
transfers to the US, appropriate enforcement could be facilitated via an enforcement
cooperation agreement with the FTC, along the lines of a bilateral enforcement
cooperation agreement or MOU:

 Bilateral enforcement cooperation agreement: To ensure appropriate oversight
and robust enforcement of India-US data transfers, the Indian DPA could enter
into a binding enforcement cooperation agreement with the US FTC relating to
privacy and data protection enforcement. The FTC has the legal authority under
the US SAFE WEB Act of 2006 to enter into binding agreements if the law of the
foreign country requires it. This Act, amending the FTC Act, provides the FTC
with a number of tools to improve enforcement regarding consumer protection
matters, particularly those with an international dimension, including increased
cooperation with foreign law enforcement authorities through confidential
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IV. Available Options to Govern India-US Data Flows

information sharing and provision of investigative assistance. The Act also
allows enhanced staff exchanges and other international cooperative efforts.
Historically, the FTC has rarely entered into such agreements given the complex
interagency process involved.

e Memorandum of Understanding: More commonly, the FTC has entered into
non-binding enforcement cooperation arrangements (known as “Memorandums
of Understanding” or MOUs) with counterpart authorities. According to the FTC
website, all cooperation agreements can be classified as either US interagency
agreements or international agreements, though these “international
agreements”, as stated, more often take the form of MOUs.”” The US Department
of Justice and the FTC have an MOU with the Government of India’s Ministry
of Corporate Affairs and the Competition Commission of India on antitrust
cooperation.*

B. Facilitating India-US Data Transfers: Adequacy Findings
under the PDPB

Under section 34(1)(b) of the PDPB, the Central Government has the authority, in
consultation with the DPA, to make an adequacy finding with respect to the level of
protection of a third country, entity or class of entity or international organization for
data transfer purposes. Such a finding must be made on the basis that the sensitive
data being transferred shall be subject to an adequate level of protection, having
regard to the applicable laws and international agreements. There are numerous
forms of international agreements that India could pursue with the US to facilitate
such a finding which are detailed further below.

Itis important to note that it is highly unlikely that the US will enter or accept further
bilateral data transfer arrangements with other countries as it did with the European
Union under the EU-US Privacy Shield or the Swiss-US Privacy Shield. Instead, the
US has been signaling that, going forward, it will focus on multilateral solutions to
data flows via the CBPR system rather than on bilateral solutions. For example, in
September 2019, a statement from the White House Press Secretary released shortly
before the Privacy Shield’s third annual review noted “[t]he Administration will
continue to expand the benefits of the CBPR System to more of our trading partners
within and beyond the APEC region, while reinforcing its close partnership with the
European Union to ensure the success of the Privacy Shield Framework™* (emphasis
added). This has been widely interpreted as a clear indication that the US will not
entertain the idea of additional bilateral data transfer agreements along the lines of
a Privacy Shield like arrangement but will seek multilateral solutions to global cross-
border data flows, specifically via the CBPR. This makes sense considering that
global interoperability for data flows is key to sustained growth. Creating multiple
unrelated data transfer agreements between multiple countries leads to higher costs
of doing business, increased bureaucracy for both governments and businesses, and
economic inefficiencies. Multilateral solutions avoid such issues while enabling data
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IV. Available Options to Govern India-US Data Flows

flows to the largest possible number of countries and ensuring appropriate levels of
protection and responsible data use by organizations. Furthermore, as noted above,
in July 2020 the Court of Justice of the European Union invalidated the EU-US Privacy
Shield Framework?> which only further calls into question whether the US would enter
into similar arrangements with other countries.

To facilitate India-US transfers in light of this, India could consider the following:

« A specific India-US trade agreement that may articulate a commitment by both
parties to collaborate on a cross-border transfer framework coupled with a
privacy enforcement cooperation arrangement. A promising and feasible transfer
framework in this regard is the APEC CBPR system® for the reasons explained
above.

« Abinding bilateral enforcement cooperation agreement between the Indian DPA
and the US FTC under the US SAFE WEB Act of 2006.

« A Memorandum of Understanding (MOU) between the Indian DPA and the
US FTC.

1. An India-US Trade Agreement that Specifically Incorporates CBPR

India could negotiate a trade agreement with the US that specifically incorporates
the CBPR. The Central Government could recognize CBPR certified companies as
providing an adequate level of protection for purposes of data transfer under the
PDPB, having regard to such an international agreement. The CBPR comprise a
set of 50 robust program requirements that operationalize nine Privacy Principles
of the APEC Privacy Framework® (which are also reflected in the PDPB and which
draw upon principles in the OECD Guidelines on the Protection of Privacy and
Transborder Flows of Personal Data (1980, updated in 2013)) and are enforceable
under the laws of participating APEC economies. However, if India deems the

CBPR requirements as insufficient when compared to India’s privacy law, it could
require CBPR certified companies to adhere to additional key requirements in
order to meet its standard for adequacy.

There is precedent for such country specific arrangements. For example, in order
for Japan to receive its finding of adequacy from the European Union it had to
adopt supplementary rules to augment the protections of its Act on the Protection
of Personal Information. One such rule relates to the onward transfer of data
received from the EU.*® Similarly, Canada received an adequacy determination
from the EU only with respect to transfers to commercial organizations regulated
by Canada’s Personal Information Protection and Electronic Documents Act
(PIPEDA). The adequacy decision does not cover transfers to organizations
regulated by Canada’s Federal Privacy Act or those that are regulated by the
public sector at a provincial level.*® As such, India could consider a tailored
adequacy finding with the US, using the APEC CBPR as the basis.
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APEC economies participating in the CBPR are currently exploring options for
expanding the reach of the CBPR beyond APEC given the interest among industry
and other stakeholders to have a global rather than regional solution for cross-
border data transfers. Options under consideration include (1) that non-APEC
economies adopt similar certifications that are interoperable with the CBPR; and
(2) that the CBPR be expanded beyond APEC and opened up to allow participation
by non-APEC countries. Moreover, the CBPR requirements are in the process
of being updated and, particularly if option (2) materializes, all participating
countries, including potentially India, will be able to shape these updates. One
key advantage for India in pursuing a tailored adequacy finding with the US on the
basis of the CBPR is that it could potentially play a more active role in ensuring
key requirements of the PDPB are met by the CBPR. Another advantage is that it
would also set India up to formally join the system if and when it is opened up to
non-APEC countries.®® In that case, India could also join the APEC Cross-Border
Privacy Enforcement Arrangement (CPEA), which is an enforcement cooperation
arrangement all privacy enforcement authorities responsible for enforcing the
CBPR in the participating countries must join.*'

Incorporating the CBPR in an India-US trade agreement could be done along the
same lines as the United States-Mexico-Canada Agreement (USMCA)®* (formerly
known as the North American Free Trade Agreement (NAFTA)) or the US-Japan
Digital Trade Agreement.®® Such an approach is timely as trade negotiations are
currently ongoing between India and the US.

Article 19.8 in the USMCA’s chapter on Digital Trade (Chapter 19) requires the US,
Mexico and Canada to “adopt or maintain a legal framework that provides for the
protection of the personal information of the users of digital trade”, and that in
developing this legal framework they “should take into account principles and
guidelines of relevant international bodies, such as the APEC Privacy Framework
and the OECD Recommendation of the Council concerning Guidelines governing
the Protection of Privacy and Transborder Flows of Personal Data (2013).3* It also
encourages each country to develop “mechanisms to promote compatibility”
between their different legal regimes for protecting personal information.
Importantly, it states that “[t]he Parties recognize that the APEC Cross-Border
Privacy Rules (CBPR) system is a valid mechanism to facilitate cross-border
information transfers while protecting personal information”® In addition to
recognizing the CBPR, this language strongly supports recognizing the broader
concept of accountability tools such as certifications in a legal framework for the
protection of personal information of users of digital trade.

On 1 January 2020, the Agreement Between the United States of America and
Japan Concerning Digital Trade entered into force. Article 15 of the agreement
deals with personal information protection. Article 15(1) requires each party
adopt or maintain a legal framework that provides for the protection of the
personal information of the users of digital trade. Article 15(3) encourages the
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development of mechanisms to promote interoperability between the countries
different privacy regimes, recognizing that the parties may take different legal
approaches to protecting personal information. A Fact Sheet produced by
the Office of the United States Trade Representative (USTR)*® which details
key outcomes of the agreement notes that the agreement contains rules for
“[g]uaranteeing enforceable consumer protections, including for privacy and
unsolicited communication, that apply to the digital marketplace, and promoting
the interoperability of enforcement regimes, such as the APEC Cross-Border
Privacy Rules system (CBPR)”. Of course, both the US and Japan participate in
the CBPR system and have operationalized this system between themselves and
other participating APEC economies already. There is nothing to stop the Indian
and the US governments from doing the same between their countries.

India and the US could negotiate a digital trade deal containing similar provisions
to the USMCA and/or the US-Japan Digital Trade Agreement. According to
the USTR, the US-Japan Digital Trade Agreement “parallels the USMCA as the
most comprehensive and high-standard trade agreement addressing digital
trade barriers ever negotiated”? Accordingly, such agreements may provide
inspiration and guidance for a similar India-US trade agreement. Of course, it will
be up to India and the US to work out the exact parameters of such a deal. It is
important to note that even with relying on the CBPR for India-US data transfers,
any protections of the PDPB that are not provided by the CBPR must also follow
the data to the US. Thus, consistent with the CBPR system generally, under the
CBPR the protection of the data may not fall below the standard required by
the country in which the data was collected—here India, and that feature could
be explicitly restated between India and the US. A digital trade deal could also
address issues of enforcement, for example by committing to encourage the
relevant privacy enforcement authorities (the Indian DPA and the US FTC) to
enter into an appropriate enforcement cooperation arrangement (see discussion
in section A above generally).

2. A binding bilateral enforcement cooperation agreement under the US SAFE
WEB Act of 2006

With respect to bilateral enforcement agreements, we have mentioned that
historically the FTC has rarely entered into such agreements. However, the FTC
may be more willing to enter into such an agreement if Indian law requires it
under section 34(1)(b) of the PDPB (i.e. if it is required by virtue of the term
“international agreement”).
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3. A Memorandum of Understanding (MOU) between the Indian DPA
and the US FTC

With respect to an MOU, depending on the parameters of the reference to “an
international agreement” under section 34(1)(b) of the PDPB (i.e. whether such
an agreement can be non-binding), there is scope for the FTC to enter into an
MOU on data protection enforcement cooperation with the Indian DPA.

As mentioned earlier in this report, the FTC has enforcement jurisdiction over
broad sectors of the economy. However, certain aspects of the economy,
such as components of health and financial services are regulated by other US
government agencies, including on privacy and data protection matters. While
a large portion of sensitive data transfers from India to the US likely would be
between organizations covered by the US FTC’s jurisdiction, some of it may not
and, therefore, similar cooperation arrangements would have to be explored
with other relevant sectoral regulators.

Moreover, only US organizations within the FTC’s jurisdiction can currently
certify to the CBPR—at least until additional US sectoral regulators join the
CBPR system as backstop privacy enforcement authorities, which is a possibility.
In fact, India’s recognition of US CBPR certified companies as adequate might
create demand in the US and impetus for certain sectoral regulators to join the
CBPR thereby increasing the range of the CBPR-based solution proposed by this
report for India-US data flows.

These sector-specific issues and options require further exploration that is
beyond the scope of this report .3
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V.  Conclusion

Given that the PDPB is still under consideration, India has a real opportunity to shape
the data flows landscape it wants to participate in for many years ahead. This report
has provided an analysis of current challenges to transferring data outside of India
under the current text of the PDPB. To ensure the continued and responsible flow of
data from India to the US, India should enable certifications and codes of practice
as transfer mechanisms within the PDPB and ensure that they are designed with
interoperability in mind. Furthermore, India should facilitate India-US data transfers
by recognizing the US as providing an adequate level of protection. A promising and
feasible way of doing this is by recognizing the APEC CBPR as adequate for transfers
by having regard to international agreements such as an India-US trade agreement or
different forms of enforcement cooperation agreements between the US FTC and the
Indian DPA.

With this in mind, it is imperative that the Joint Parliamentary Committee, the Indian
government and other key stakeholders in India’s privacy debate act to prevent
unnecessary barriers to data transfers that can hurt the Indian economy and digital
transformation. Hundreds of billions of dollars in digital trade growth could depend
on the difference between immediate action and delay, and immediate action as
described herein would only improve, not undermine, effective data protection for
Indians.

If you would like to discuss this report or require additional information, please contact
Markus Heyder, mheyder@HuntonAK.com or Sam Grogan, sgrogan@HuntonAK.com
at CIPL or Vinayak Godse, vinayak.godse@dsci.in; Rama Vedashree, rama@dsci.in or
Anand Krishnan, anand.krishnan@dsci.in at DSCI.
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