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Agenda

Registration
Introduction and the Importance of Organisational Accountability

Session I: Elements of Accountability — Data Protection Officer,
Documentation, Demonstration

Break

Session Il: Transparency, Legal Bases for Processing (Consent, Notification
of Purpose and Legitimate Interest) & Data Protection Impact Assessments

Lunch

Session lll: Data Protection by Design and Data Protection Impact
Assessment Case Study

Break

Session IV: Regulator Perspectives on Accountability and
How to Incentivise It

End of Workshop
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Introduction and the Importance of
Organisational Accountability

Zee Kin Yeong, Deputy Commissioner, Singapore PDPC

Bojana Bellamy, President, CIPL
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BRIDGING REGIONS

BRIDGING INDUSTRY & REGULATORS
BRIDGING PRIVACY AND DATA DRIVEN INNOVATION
ACTIVE GLOBAL REACH

60+ We INFORM through We NETWORK with global

Member . . .
T — publications and events industry and government leaders

5+
Active We SHAPE privacy policy, We CREATE and
Projects & law and practice implement best practices
Initiatives

20+ ABOUT US
The Centre for Information Policy Leadership (CIPL) is a global privacy and security think

Events repl

annually

Based in Washington, DC, Brussels and London

15.|. Founded in 2001 by leading companies and Hunton Andrews Kurth LLP

CIPL works with industry leaders, regulatory authorities and policy makers to develop
global solutions and best practices for data privacy and responsible use of data to
enable the modern information age

Principals
and
Advisors

2200 Pennsylvania Ave NW
, Twitter.com/the_cipl Washington, DC 20037
s https://www.linkedin.com/company/centre- Park Atrium, Rue des Colonies 11

In for-information-policy-leadership 1000 Brussels, Belgium

www.informationpolicycentre.com 30 St Mary Axe
London EC3A 8EP
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Universal Elements of Accountability
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Organisations must be able to
demonstrate accountability —
internally and externally
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¢ Executive oversight

* Data privacy officer/office
of oversight and reporting

e Data privacy governance
¢ Privacy engineers

Accountability — Examples of Content of
Privacy Management Programmes

~
e At program level

¢ At product or service level

¢ DPIA for high risk
processing

¢ Risk to organisations
e Risk to individuals

Leadership &
Oversight

*Privacy policies and notices to
individuals

eInnovative transparency —
dashboards, integrated in
products/apps, articulate
value exchange and benefits,
part of customer relationship

eAccess to information portals

eNotification of data breaches

Risk Assessment

/o Mandatory corporate

~

training

¢ Ad hoc and functional
training

e Awareness raising
campaigns and
communication strategy

o/lnternal privacy rules based
on DP principles
e Information security
eLegal basis and fair processing
eVendor/processor
management
*Procedures for response to
individual rights

¢ Other (e.g. Marketing rules,
HR rules, M&A due diligence)

¢ Data transfers mechanisms
¢ Privacy by design
¢ Templates and tools for PIA

¢ Crisis management and
incident response

Policies & Procedures

(4 D)

eDocumentation and evidence
- consent, legitimate interest
and other legal bases, notices,
PIA, processing agreements,
breach response

eCompliance monitoring as
appropriate, such as
verification, self-assessments
and audits

*Seals and certifications

N

eIndividual requests and
complaints-handling

*Breach reporting, response and
rectification procedures

*Managing breach notifications to
individuals and regulators

eImplementing response plans to
address audit reports

eInternal enforcement of non-
compliance subject to local laws

*Engagement/Co-operation with
DPAs

Transparency

Training &
Communication

|
l

2

Monitoring &
Verification

Response and
Enforcement

Organisations must be able to demonstrate - internally and externally
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Proactive data management is a business issue;
accountability > legal compliance

Enable new business models, digitalisation,

globalisation and data-driven innovation |

Address increased expectations of individuals
for transparency, control and value exchange ‘l

Ensure data protection, sustainability and

digital trust ‘l

Address regulatory change, impact and
implementation |

Mitigate legal, commercial and reputational
risks
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Reduces enforcement and
oversight burden of DPAs Effective protection and 4
Promotes constructive reduced risk/harm
engagement with accountable | Empowered, able to exercise
organisations rights and complaints
Enables leverage of peer Trusting and ready to benefit
pressure and “herd” mentality | ;g participate in digital

society
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A differentiating or
mitigating factor in
investigation or
enforcement

Supporting and guiding
organisations (particularly
small and emerging
companies) on a path
towards heightened
accountability

Using accountability as
evidence of due diligence in
business processes
(outsourcing, IT services etc)

How Can DPAs and Policymakers
Incentivise Accountability

“Licence to operate” and
use data responsibly, based
on organisations' evidenced
commitment to data privacy

Co-funding between DPAs

and industry for research

into novel accountability
tools

Enable cross-border data
transfers within the
company group and to third
parties, based on formal
accountability schemes

Publicly recognising best in
class organisations and
showcasing accountable
“best practices”

Offer to play proactive
advisory role to
organisations seeking to
implement heightened
accountability

Articulate proactively the
elements and levels of
accountability to be
expected



New CIPL Papers on Accountability

SINGAPORE

The Central Role of Organisational Accountability in Data Protection

L

e Paper 1 — The Case for Accountability: How it Enables Effective
Data Protection and Trust in the Digital Society

e Paper 2 — Incentivising Accountability: How Data Protection
Authorities and Law Makers Can Encourage Accountability

Available at informationpolicycentre.com
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Session |
Elements of Accountability:
Data Protection Officer, Documentation and Demonstration

» Hilary Wandall, General Counsel, Corporate Secretary and Chief Data Governance
Officer, TrustArc

s* Mark Jaffe, Senior Vice President Privacy and Data Protection for the Americas,
Teleperformance

% Keith Enright, Legal Director, Privacy, Google

» Knut Mager, Head of Global Data Privacy, Novartis
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Session |l
Transparency, Legal Bases for Processing (Consent, Notification of
Purpose and Legitimate Interest) and DPIA

J/
*

» Alex Cebulsky, Senior Legal Counsel, Global Data Privacy, Accenture

» Derek Ho, Vice President, Senior Managing Counsel, Privacy and Data Protection,
Mastercard

+* Alison Howard, Assistant General Counsel, Microsoft

+* Katherine Tassi, Deputy General Counsel, Privacy and Product, Snap



DATA PRIVACY

ACCOUNTABILI
PRIVACY
ASSESSMENT

>
accenture



AGENDA

= Accountability

= Privacy Assessments






ACCENTURE'S BINDING CORPORATE RULES

What are BCRs

~

©®Under EU legislation, personal data cannot leave the EEA
without being protected by adequate safeguards.

OBCRs are a scheme designed by an organization to apply
internally according to this organization’s own specific security
measures

@It is vetted by a Data Protection Authority to validate such
safeguards

©®The participating entities need to sign a binding InterCompany
Agreement to enter the scheme and be recognized

J

Having BCRs means that:

* All our group entities which sign up to them must comply with the same internal set of rules - that
there are appropriate and uniform data privacy safeguards in place across our organization

* Individuals’ rights stay the same no matter where individuals’ personal data are processed by
Accenture

* All Accenture entities and employees bound by these BCRs, irrespective of geographic location,
abide by the same rules for processing personal data as set out in the document

ACCENTURE BCRS:

Explain Accenture’s data privacy
obligations and commitment

Define Accenture employees’
responsibilities and accountability
for data privacy

Describe individuals’ rights under
the BCRs

Explain how Accenture handles
complaints and/or queries
Provide information on how to
contact Accenture




ACCENTURE'’S POLICY 90 AND DP STATEMENT

POLICY 90

O®Applicable to all the companies within Accenture

©OSets the minimum data privacy standard across Accenture
irrespective of geography

©OSets out Accenture’s obligations and commitments to comply with
data privacy ethics and laws;

©®Defines employees’ responsibilities and accountability for data
privacy;

O Governs how personal data will be managed;

®Identifies further resources to help employees with this policy and
local law requirements.

THE PURPOSE OF THE DATA PRIVACY
STATEMENT:

The Global Data Privacy Statement
ensures we meet the fair processing
requirements within data privacy laws
which require that we are transparent and
open with our employees by informing
them about how we collect and process
their personal data and the purposes for
which we use it.

It is accessible to all employees before
collection and processing of their personal
data.




ACCENTURE'’S DATA PRIVACY STATEMENT

PROTECTING ACCENTURE Q

AboutlS StayScoure Client DataProtection 18 Advocate Infrastruoture & Standards Report Seourity Incident

>
accenture

# > DATA SECURITY > GLOUAL DATA PRIVACY STATEMENT

GLOBAL DATA PRIVACY STATEMENT

ACCENTURE

GLOBAL DATA PRIVACY STATEMENT

1. GENERAL INFORMATION

on A antur and, If relavant. its represantative) can be found here. Any Accenture antity located outside the

Copyright © 2018 Accenture All rights reserved.



ACCENTURE'’S POLICY 90 - EXAMPLE

Policy 90 describes expected behaviour of employees:

. 4.2. Be lawful: Define purposes and limit use of personal - 4 -

.3. Be transparent: Provide notice, consent and choice
data to those purposes

Personal data can only be processed for specified and lawful You must provide individuals with information (for example in a data
purposes as defined in data privacy laws. For example, privacy notice) which clearly explains how their data will be processed
processing is lawful if it is necessary to comply with a legal by Accenture. Notices should be in written in accordance with
obligation, for the performance of a contract with the individual Accenture guidance, using plain language to inform individuals why we
or with clear consent. These purposes must be clearly are collecting and using their personal data, for how long and any
explained to individuals when using their data. For example, if other relevant information. In some cases, their consent may be
you use personal data obtained from external sources (social required and we may need to provide them with a choice (also known
media, external web sites and data brokers/list providers) you as opt-ins/opt-outs) for purposes such as marketing. Guidance and
must check with Data Privacy that you have a lawful basis for templates for meeting these requirements are available on the Data
processing that data prior to use. More information on the Privacy Site. Accenture’s data privacy notice about how it generally
definitions for lawful processing can be found here. uses employee personal data is available here.

Copyright © 2018 Accenture All rights reserved.



GDPR IMPACTED CHANGES

To address GDPR requirements impacting Accenture’s internal operations globally, they include but are
not limited to:
@) 28
&) 0=> o 2

PRIVACY CONTROLS INCIDENT DATA PROTECTION INDIVIDUAL RIGHTS  SUPPLIER DUE EMPLOYEE TRAINING &
RESPONSE OFFICER REQUESTS DILIGENCE & COMMUNICATIONS
ASSESSMENT

« New controls added to + Updated our Cyber * Appointed a global * New process to * Data privacy  Enhanced training,
existing Information Incident Response Data Protection address individuals  questions added to communications, and
Security Management Team (CIRT) Incident ~ Officer (DPO) and rights to access, supplier due security behavior
System (ISMS) and Response process network of view, correct, and diligence & change to include
ISO27001 Certification Geographic Privacy request the assessment process GDPR awareness
Framework & Security Leads deletion of * Increased supplier « GDPR contentin FY18

* Enhanced Data Privacy personal data assessments required training
Impact Assessments

(DIPA)



PRIVACY REVIEWS
AND DPIAs




WHAT IS A PRIVACY REVIEW?

What is a Privacy Review ?

A Privacy Review (PR) is a data privacy specific
assessment of any planned processing of personal
data within Accenture

Accenture must undertake privacy reviews of its
personal data processing operations, either for its
own internal processing activities related to
Accenture employees and third parties or where
Accenture processes personal data as part of
Accenture’s business offerings

The Process Owner must undertake a privacy
review of new or modified personal data processing
operations prior to any implementation

Monitor &
Review

Copyright © 2018 Accenture All rights reserved.



WHAT IS A DPIA?

What is a DPIA?

Data Protection Impact Assessments (DPIAs) evaluate
processing activities to determine the likelihood and
severity of potential risk to individuals, and help

determine appropriate mitigating measures.

Monitor &
Review

DPIAs are not a new concept but are now formalized

under the General Data Protection Regulation (GDPR).

Copyright © 2018 Accenture All rights reserved.



WHEN IS A DPIA REQUIRED?

If either one or more MUST DO criteria or two or more MAY DO criteria apply, a DPIA must be conducted

MUST DO MAY DO
Scenarios always deemed to likely result into a high More than one of risk triggers as of A29 WP guidance:
risk (Art. 35.3 GDPR): 1. Evaluation or scoring of individuals

1. Decision taken based on Observing, monitoring or controlling individuals

* Systematic and extensive evaluation of personal

Processing sensitive data or data of a highly personal nature
aspects and

> W N

Processing data on a large scale
Number of individuals
Volumes and different types of data
* Has a legal/significant affect on individual e  Duration of processing
* Geographical extent of the processing

* Based on automated processing (incl. profiling)
and

2. Processing sensitive data or data relating to criminal

conviction and offences at large scale Matching or combining datasets from different sources

3. Systematic monitoring of publicly accessible area at Processing data related to vulnerable individuals (incl. employees)

large scale Processing data in an innovative manner or using new technology

0 N o O

Processing activity could prevent exercising a right



DPIA APPROACH

Outcome: Documented Outcome: Likelihood of high Outcome: Assess mitigating
description of the processing of fisk => full DPIA measures => if high risk remains
personal data (Art. 30) => DPO
1 — 2 —> 3 4
Documentation Stage Pre-Assessment Stage DPIA Review Stage The D_P_O w/ Centgr of E).(celllence
advising on residual high risk
Documentation for new tools Threat questions in OneTrust If high risk additional set of
and enhancements will be indicate whether or not a Data questions and review required Depending on the level and
captured in OneTrust pre- Privacy Impact Assessment severity of risk, the DPO may
assessment (DPIA) is required for likelihood of propose:
high risk = Consultation of data subjects

= Consultation of the privacy
regulator (DPA) (very exceptional)

All steps will be documented

Regular monitoring



EXAMPLE OF DPIA QUESTION:

IDENTIFY LEGAL BASES : DEFINE LEGITIMATE INTEREST: IMPACT TO INDIVIDUAL.:
* ensuring and verifying that Accenture « Describe necessity and
complies with laws and policies. proportionality
e protecting Accenture's reputation. . Describe the technical
¢ managing disputes. and organizational
- managing potential corporate measures
transactions. « Transfer of data
- Processing is . ensur?ng prope.r communication. . Rights of the individual
| necessarygbasepl_on . E{t‘jg{i'g‘r?s"v%{:ﬁi';“,%fgeenr{‘uerreg_e”Cy * Risk to the individual
fr‘](t:greensttu;e,s legitimate e combatting bribery and fraud. ’ ﬁ]?cl)i\e/g?riceiﬁi

* ensuring security.

e managing its workforce (including by
evaluating performance). |
Balance?

e performing projects for clients.
» Other (free text field)




DPIA QUESTIONS APPROACH

Section 1: Documentation
(Article 30)
(29 questions)

1. Identity of the data controller

2. Description of processing activity

Section 2: Pre-Assessment (16
questions)

Threshold Questions

a. Similar processing activity in
place?

b. Mandatory scenarios (5) »
* Automated decision making
* Sensitive data at large scale

* Systematic monitoring at large
scale

c. Risk factors whether a DPIA is
mandatory (8)

(at least two to apply)

Section 3: Full DPIA
(28 main questions)

Purpose

Systems/Tools

Legal basis

Necessity and proportionality
Recipients

S o o S

Technical and organizational
security of personal data

Rights of the individuals
Risk identification towards rights

0 N

9. Consultation of stakeholders



LEGAL BASIS

5 mechanisms of legal basis for processing personal data:

Legitimate Interest

Contractual
Necessity

Compliance with
Legal Obligation

Individual’s Vital
Interest

Individual’s Consen

t

N

Is there a legitimate reason for its use? What are the
consequences of using the data? Does the use of the data
impact the interests or rights of the individual?

Is it necessary to complete a contract between the individual
and the company?

Does a law or a legal requirement necessitate its use?

Is it necessary to protect the individual’s or another person’s
health or livelihood?

Has the individual given their consent (agreement)?

Copyright © 2018 Accenture All rights reserved.



EXAMPLE OF DPIA QUESTIONS:

GENERAL DATA
PROTECTIO
REGUL

PRIVATEDATSE
GLORAL IMPACT
This question should be Drop down menu with the following options: | Describe for each purpose the legal basis on which Accenture justifies the processing of (non-sensitive) personal data.
repeated for each purpose
selected in question 1. . the processing is necessary for the There are 4 common legal bases on which Accenture can rely for the processing of (non-sensitive) personal data. A brief explanation of when you should select each legal basis is set out below:
performance of a contract between
What is the legal basis for the Accenture and the individual. . the processing is necessary for the performance of a contract between Accenture and the individual.
processing of (non-sensitive)
personal data? . the processing is necessary for You should select this legal basis where Accenture needs to process the personal data to perform its obligations under a contract with an employee, supplier or customer.
Accenture's compliance with a legal
obligation. For instance:
. the processing is necessary for the o Accenture may use the bank account details of an employee to pay such employee the monthly wage agreed in his/her employment contract.
purposes of Accenture's legitimate o for purposes of managing a customer project, Accenture may use the contact details of the customer employee that is listed in the customer contract as the project manager.
interests.
. the processing is necessary for Accenture's compliance with a legal obligation.
. the processing is justified based on
the consent of the individual. You should select this legal basis where Accenture needs to process the personal data to fulfil the requirements of under social security laws or other legal obligations.

For instance, Accenture may disclose personal data of an employee to a social security institution where it is required to do so under social security laws.

. the processing is necessary for the purposes of Accenture's legitimate interests.

You should select this legal basis where Accenture has a legitimate interest to process the personal data, unless such legitimate interest is overridden by the interests or rights and freedoms
of the individuals.

For instance, in the context of monitoring of personnel, Accenture has a legitimate interest to review whether its employees complied with the relevant policies (and, if the monitoring is limited
to professional documents, the interests or rights and freedoms of the employee are unlikely to be more important than Accenture’s legitimate interest).

. the processing is justified based on the consent of the individual.
You should select this legal basis only very exceptionally. Accenture's policy on using consent as a legal basis is as follows:
o) you may use consent as the legal basis if you are taking automated decisions based on the profiling of individuals (see numbers 6 and 7). Note that, even with consent, you still
have to putin place certain safeguards, such as the right to obtain human intervention. individuals
o you should not use consent as the legal basis for any other processing of (non-sensitive) personal data. Therefore, to the extent that the other legal bases do not apply, Accenture

recommends not undertaking the processing. If you believe that exceptional circumstances justify the use of consent as a legal basis, contact dataprivacy@accenture.com.

Note that for consent to be valid, it must be freely given, specific and informed. The individual can also at any time revoke its consent.
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EXAMPLE OF DPIA QUESTIONS:

>
accenture

GENERAL DATA
PROTECTIO
REGUL

GLOALIMPACT ]
Only display if the answer in question 9 is “the Drop down menu with the following options: Describe precisely what legitimate interests Accenture is pursuing.
processing is necessary for the purposes of Accenture's
egitimate interests” For instance:
. ensuring and verifying that Accenture complies with
laws and policies. f ; ; ) f i i , i ; ; .
Describe Accenture’s legitimate interests. . otecting Accenture's reputation . if Accgntgre reviews its employees _compllar?ce Wlth. internal Accenturg p_oI|0|es, Accenture’s legitimate interest could be described as follows:
p ! g - p ' “monitoring employees so as to verify compliance with the relevant policies”.
. managing disputes.
* managing potential corporate transactions. . if Accenture includes contact data of an employee in an organization chart, Accenture’s legitimate interest could be described as follows:
L]
L]

ensuring proper communication.

ensuring handling of emergency situations within
Accenture.

combatting bribery and fraud.

ensuring security.

managing its workforce (including by evaluating
performance).

performing projects for clients.

other.

If “other” is selected, free text field.

“creating and maintaining an organization chart with contact data of the relevant employees, so as to facilitate internal com munications”.

if Accenture retains a database with contact data of its main contact persons with suppliers, Accenture’s legitimate interest could be described as
follows: “creating and maintaining a database with contact data of the relevant contact persons with suppliers of Accenture, to facilitate
communications between Accenture and such suppliers”.

List the legal basis on which Accenture can rely for the processing of sensitive personal data. The legal bases for processing sensitive personal data
are more limited than those for non-sensitive personal data.

Only display if the answer to question 4 is “yes”.

What is the legal basis for the processing of sensitive
bersonal data?

Drop down menu with the following options:

(for sensitive data other than data relating to criminal
convictions and offences) the processing is necessary
for Accenture's compliance with a legal obligation under
employment or social security laws.

(for sensitive data other than data relating to criminal
convictions and offences) the processing is justified
based on the consent of the individual.

(for sensitive data other than data relating to criminal
convictions and offences) the processing is necessary to
protect the vital interests of the individual.

(only for data relating to criminal convictions and
offences) the processing is authorised by European law
or by the law of the relevant EU country.

For sensitive personal data (other than data relating to criminal convictions and offences), there are 3 legal bases on which Accenture can rely for the
processing of sensitive personal data. A brief explanation of when you should select each legal basis is set out below:

. the processing is necessary for Accenture's compliance with a legal obligation under employment or social security laws. You should select this
legal basis where, in an employment context, Accenture must process sensitive personal data to comply with its obligations under employment
or social security laws.

. the processing is justified based on the consent of the individual. You should be careful in selecting this legal basis. Accenture's preference is
to use other legal bases than consent for the processing of sensitive personal data. However, to the extent that processing sensitive personal
data would be required for Accenture's legitimate business needs, and this processing cannot be justified on any other legal basis, you may
select consent as the legal basis for the transfer.

Note that for consent to be valid, it must be explicit, freely given, specific and informed. The individual can also at any time revoke its consent.
. the processing is necessary to protect the vital interests of the individual. You should select this basis only where you could not protect a vital

interest of an individual without using the sensitive data. This is for instance the case where you use health information to provide first aid
services to an employee.

For sensitive personal data relating to criminal convictions and offences, the legal bases are even more limited. Such data may only be processed
where authorised by European law or by the law of the relevant EU country. If there is no law that authorises the processing of such data, Accenture
may not undertake such processing.




S i PAPC

@
(]
.. . ..0
o0
Q

‘.::.:‘o (yershlp PERSONAL DATA

PROTECTION COVIMISSION
o0 Hunton Andre hLLP SINGAPORE

Session |l
Transparency, Legal Bases for Processing (Consent, Notification of
Purpose and Legitimate Interest) and DPIA
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*

» Alex Cebulsky, Senior Legal Counsel, Global Data Privacy, Accenture

» Derek Ho, Vice President, Senior Managing Counsel, Privacy and Data Protection,
Mastercard

+* Alison Howard, Assistant General Counsel, Microsoft

+* Katherine Tassi, Deputy General Counsel, Privacy and Product, Snap



Implementing
Accountability

Centre for Information Policy Leadership (CIPL) Workshop in collaboration
with the Singapore Personal Data Protection Commission (PDPC)

Derek Ho, Assistant General Counsel

‘ mastercard.



Mastercard’s Privacy &
Data Protection Program

Mastercard’s program has been built to ensure
compliance, enable innovation and be responsive to the
evolving regulatory landscape

Compliance

£ Guidelines \
y (recommendations/best A\
£ practices) A\

4

(step by step instructions) \

Legal Inventories

Policies, Standards,
Procedures

Regulatory Requirements
Data Transfer solutions
Breach notification

Audits/Reviews

Privacy By Design

Ensures privacy/data
protection requirements
are addressed as part of
product design

Work as a key business
advisor

Ensure accurate system
and process
implementation

Regulatory

Laws

Monitor new and pending
laws and regulations

Proactive incorporation
into product design
thinking

Regulatory outreach to
explain business
implications of new law

Training &
Development

—
: ¥
o

Provide training

Understand privacy
requirements in all
business areas

Create key business
partnerships and drive
controls

. mastercard

ntial

and Confide

ard. Proprietary 2

©2018 Masterca



Priceless

or curated
Cantonese cuisine

a meal

Choose Mastercard®. Choose Priceless.

Book a meal at Hong Kong's Lai Bun Fu with
Mastercard and access priority reservations
and 50% off a special tasting menu.

Book now at priceless.hk

mastercard.

‘ mastercard




Privacy by Design:
Priceless

Program specific opt-in
marketing consent

General Mastercard
product and services opt-
In marketing consent

Clear / easy to understand
iInformation about
providing and withdrawing
consent

. mastercard

Transparency is embedded through providing clear
language during the registration process. Specific
choices are presented for marketing communications
opt-ins

Priceless Cities

Connect to Priceless Cities

Password must be at least B characters and contain two of the following: upper case, lower

cose, numbers and special charocters

» | agree that Mastercard International Inc. and its affillates may use my contact detalls
and Interactions with Priceloss Cities to send me personalized marketing

communications about all Priceless programs

» agree that Mastercard Internationol Inc. and Its affiliotes may use my contoct detalls

to send me small marketing communice % 0be Il products and services,

Your consent to receiving marketing comm: s In voluntary, You are free to withdraw

your consent at any time, free of chorge, Me mation on Mastercard's privacy proctices
and on your rights including withdrawing consent |s available in the Priceless Citles Privacy

Notice,

By clicking Sign Up or Sign Up with Faceboolk, | confirm that | have read and agree to the

Torms of Use for Priceless Citios

] Sign up l

n SIGN UP WITH FACEBOOK

Already hayve an account? Loo \n here




Privacy by Design: Transparency and choice is embedded through layered
Priceless program specific notices and clear opt-outs
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itinty W Mty Gioe 1, Personal Information We May Collect

Program specific layered privacy notice Easily accessible opt-out choices located
prominently within the global privacy notice
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Fraud Prevention Legitimate interest would be relied on as the basis for
fraud prevention processing activities

Fraud scoring service
provided during
authorisation processing

Fraud score

provided to
Issuer
—O— . . , =0=—
L J mastercard. ‘ L J
Acquirer Issuer
||_|[—] o AN
Merchant

. mastercard



Data Protection Impact
Assessment (using the

Conducting arisk assessment and documenting a
legitimate interest balancing test in the context of fraud

PDPC Guide to DPIAs) prevention
3. Identify / Assess
2. Plan DPIA / Risks
Information Compli ith
1. Assess whether gathering ompiance wi

. mastercard

DPIA is required

e.g. intake form, data
flows, user experience,
etc, consultations

obligations / principles:
identifying legal basis for
processing, data
minimization, data
retention, etc

5. Implement and
Monitor Action
Plan

4. Create Action
Plan to identify risk
mitigation steps
e.g. encryption, use of

de-identified data for
model creation

Legitimate Interest
Balancing Test

“benefits to the public (or
a section thereof )
outweigh any adverse
impact to the individual”

prietary and Confidential

Pro

©2018 Mastercard
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Layered Approach to Transparency

* Microsoft Privacy Statement

* Privacy Dashboard for consumers

* Service Trust Portal for commercial customers
* In-product notices
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Microsoft Privacy Statement

Last Updated: May 2018 What's new!

Your pnvacy is important to us. This privacy statement explains the personal data Microsoft processes, how Microsoft processes it, and for what purposes.

Micresoft offers a wide range of products, including server products used to help operate enterprises worldwide, devices you use in your home, software students use at
school, and services developers use to create and host what's next. References to Microsoft products in this statement include Microscft services, websites, apps,

software, servers, and devices

Please read the product-spedfic details in this privacy statement, which provide additional relevant infarmation. This statement applies to Microsoft's interactions with
you and the Microsoft products listed below, as well as cther Microsoft products that display this statement

Personal Data We Collsct

How We Use Pecsonal Data

Reasons We Share Personal Data

How to Access & Control Yaur Personal Data
Cookies & Simdar Technologues

Products Prowded by Youw Organization-Natice to End Usess

Micresaft accoumt

Other impartant Privacy Information v

Product-specific details

Enterpnse & Developer Products
Productiwty & Communications Producty
Search & Artificial Intelbgence

Windows v

Ertertamment and Related Seevices

Microsoft Health Services

Coakies

Most Microsoft snes wse cookies, small sext files placed on your device
which web senvers in the domain thae placed the cookie can retrieve
laer. We use cookies to 52018 your prederences and settings. help with
sigu-in, provide targeted ads, and anakyze site operations. Chok hee 1o

learm mare

FU-US, & Swiss-U S Privacy Shield
Microsoft scheres 10 the principles of the EU-US. and Swiss-US
Privacy Sl framewocks. To Matn moes, cick here

Personal Data We Collect

Microsolt collects data from you, through owr interactions with you and through our products. You provide
some of thes data directly, and we get some of it by collecting data abeut your interactions, use and
expenences with our products. The data we collect depends on the context of your interactions with Microsoft
and the choices you make, including your peivacy settings and the preducts and features you use. We also
obtain data about you from third parties.

It you represent an organazation, such as a business or school, that utilizes Microsoft’s Enterprise and Developer
Products, please see the Enterprise and Developer section of this statement to Jearn how we process your data

You have chaices when it comes to the technology you use and the data you share. When we ask you to
provde personal data, you can decline. Many of our products require some personal data to provide you with a
service. If you choose not to provide data necessary to provide you with a product or feature, you cannot use
that product or feature. Likewise, where we need to collect personal data by law cr to enter into or carry out a
contract with you, and you do not prowde the data, we will not be able 1o enter into the contract; or if this
redates to an existing product you're using, we may have to suspend or cancel it. We will notify you if this is the
case at the ime, Where prowding the data s optional and you choose not to share personal data, features like
personalization that use such data will not work for you.

Learn Moe

Top of page +

How We Use Personal Data

Microsoft uses the data we collect to provide you rich, interactive experiences. In particular, we use data to!

« Provide cur products, which incdudes updating securing, and troubleshcoting as well as providing
support. It also includes shanng data, when it is required to prowde the service or carry out the
transactions you request;

« Improve and develop cur products;

+ Pessanalize our products and make recommendations; and

+ Advertise and market to you, which includes sending promotional communications, targeting advertising,
and presenting you relevant offers,


https://privacy.microsoft.com/en-us/privacystatement
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Change History for Microsoft Privacy Statement

Back 10 the privacy statement

May 2018

= We made edits throughout the peivacy statement intended 1o imprave Srarsparency and readability. For example, we
+ added new categories of personal data we collect, such as voice data, content consumption data, and browse history;
« added new uses of personal data,
+ simplified text and eliminated duplicative text and qualifiers such as “we may”;
* addad navigation cues, like bullet points, to leghbght key ponts and reduce reader fatique; and
« impraved consistency in the language used describe similar concepts
* We added language required by the EU General Data Protecton Regulation (GDPR). For example, we now:
+ describe individuals’ nghts to access their data, which apples regardiess of location;
+ describe the legal bases for Microsoft's data processing, including under the GDPR's legitimate interests provisons, and the purposes of our processing of
personal data; and
» specify the choices indivduals have with respect to sharing personal data with Microsoft, along with the consequences of sharing and Microsoft's data
pracessing.
+ In the Personal Data We Collect soction we:
« sdded language to direct customers to the appropriate sections of the privacy statement
« added new examples of thed party sources of personal data; and
« updated the descriptions of types of personal data we collect.
In the How We Use Personal Data section, we
« clarified how Macrosoft uses data genesally, sing concepts from the data taxanomy framework in the 150 19944 intemational standard,
« clarified our pobaes around stonng unauthenticated data and authenticated data and
+ updoted specific desariptions of how Microsoft uses personal data. For example, we added text to describe how we use personal data for promaotional
communications and legal compliance, and we prowded information about where Microsoft uses automated systems 1o process personal date. Addibonally,
we moved some details about our advertising practices 1o a separate section under Other Important Information.
In the How to Access & Control Your Personal Data section we described how customers can sccess their personal dats and made the text apphable 1o all
customers, regardiess of their location,
In the Cookies and Similar Technologies section, we updated the description of the cookies Microsoff uses,
In the Notice to End Users section, we clarfied cases when crgani 15, like an employer or school, have access to an indiidual's persanal dats
In the Microsoft Account section, we clanfied the differences between the three types of Microsoft accounts.
In the Other Important Privacy Information section, we:
« moved the contents of the European Privacy Rights subsection to the How to Access & Control Your Personal Data and How to Contact Us sections.
« added a section called Advertising. usng text from the ongenal How We Use Personal Data section, to descrbie Microsoft's advertisng practices and
commitments;
« updated information on how Microsoft processes children's personal data
+ clarified how and when Microsoft makes changes to the privacy statement;
+ identibied which Macrosoft entibes are data controlers under the GDPR, how to contact us, and how to lodge o complamt.
In the Enterprise and Developer Products section wa:
« describad how basic, aggregated account information related 10 Enterprise Onfine Semces may be shared with authorized partners in certan arcumsiances.
« (dentified that Microsoft is & deta protesser under the GOFR when providng the Enterprise Online Services.
In the Office and Skype sections we described new f and updated how exsting feat and functioraity process personal data. Far example, we explain
how Cortana words in Skype
In Search and Artificial Intelligence, we described our most current features and functionality. For example, in the Cortana subsection, we described the pecsenal
data Microsoft collects fram users who are signed in and signed out of the servce
In the Windows section, we removed text about a serwce, Wi-Fi Connecting to suggest open hatspats, that is no longer available. Undor Web Browsers, we
described the type of browser data that syncs across devices
In the Entertai and Related Services section. we updated how existing features and functicnality process p | data and provided new infarmation on
Xbox, Xoox Live, and Mixer.
* We added a hyper link to access the peivacy policy of our subsidiary Linkedin



https://privacy.microsoft.com/en-us/Updates

Browsing history

Il beoawsing Mstoey in Cotana i€ turmed on, your Microsoft Edge browsing Bs1ory S sent 10 Mikrosoft so that
MICrosoft features and services may use This (ata 10 Provice you with timely snd intedigent answers, proactive
personalizeq suQoesTions of 19 compdete tasks for you.

in admtian to the browsg lstory saved here, Microsoft £090 alo saves your Draowsng history on your
device. [0 clear that data, on your device, go ta Microsaft Edge » More > Settings.

When you use inPrivate tabs or windows, your beowsing data {lice your histary, temporeary internet files, and
cooles) sn't saved on your dence once you're done, Learn more about inPravate Brovsing

VIEW AND CLEAR BROWSING HISTORY >

Consumer ...

Privacy
Dashboard

Like other search engings, Bing uses your search histony 10 give you detter results, inchiding personalization
v autasuggest. Cortang also uses that data 1o gve you tmely, intelligent arcwers, personalaed suggestions,
ad compiete other tasks foe you,

View and crange your search settngs

Leam moee about Infmvate Browsng

VIEW AND CLEAR SEARCH HISTORY >

Location activity

Ta give you direchons to the places you want to 9o, and show you data relevant ta where you are, we use
locabians that you provide o that we've detected using technclogies bke GPS,

Leam move sbout changing the location settings an your Windows device

VIEW AND CLEAR LOCATION ACTIVITY >

Voice activity

When you use voice commands with Windows, Cortana, and other doud-basad, vorce-enabied products and
services from Microsoft, we will coflect and s1ore your sudio recordngs $0 that we can snhance your
experience with Detter speech recogntion and other personalized speech expanences. Microsoft uses your
OMMand data 1o improve the sbilty of Its products Snd Servces 10 Comectly BCognze your
PIONUNCIFTION 30wl Speech patterns

VIEW AND CLEAR VOICE ACTIVITY >

https://account.microsoft.com/privacy/



Media activity

Product and service activity

Product and service performance

i
\x

0 1:‘10‘.

Cortana's Notebook

Linkedin

When you watch movies of TV on o Mirosoft app o service, we collect data about your media activty $o that
we can pravde you with more relevant recommendations foe entertainment and content.

VIEW AND CLEAR MEDIA ACTIVITY >

When you use 8 MKrosoft product Of SEnice, we may save data about your activity 10 your Microsoft account
= such as info about which apps of ssrvices you use and how you use them. Thes info helps improve owr
products and make them work bettes for yow

When you use 8 Microsolt product or semace, we collect refiabiity and perfaomance data 1o measure the
guaity of your expenence. This data tells us about the heaith of these products and serices and helps us fix
and smprove them.

CLEAR PRODUCT AND SERVICE PERFORMANCE DATA >

To help you avoud trathic, remember annwersares, text the right “lennifer” in your contact 8st, angd n general
00 more, Comana needs to know what you're interested in what's on your calendar, and who you might want
10 0O things with, The Notebook s where Corana keeps tack of your interssts 10 give you a parsonalized
expenence. When you dont want 10 reach for & keyboard, Cortana can use your speach and 1o help transiste
what you say of write mto documents and t=xt messages. On the dashboard, you can manage some of your
Cartara preferences in the doud. please vist the Cartana Natebook available within your Cartana App 1o view
mare mformation,

"EDIT CORTANA DATA >

When you connect your Microsoft and Linksdin accounts, Microscft shares some of your account data with
Linkedin, such as calendar and contact data. Likewise, Linkedin shares same of your account data with
Mirosoft, such as profile and connections data, Find out how 1o connect andd dacannect Micraseft and
Lirkedin sccounts and manage shared data



Service Trust Portal: How the
documentation is presented

Microsoft Service
Trust Portal (STP) is
the starting place
for all GDPR
evidence

Operational controls
Document evidence evidence provided
presented in four through Compliance

topics Manager, download for
customer use

Accountability Supporting DSR: How
Readiness: All GDPR to support data
evidence for a subject rights in each
service service

Managing a breach of

Preparing a DPIA: personal data: How
Microsoft evidence = Microsoft works with
customers to support

GDPR breach

for use in customer’s
DPIA

requirements

u Microsoft




How customers can use the info

Incorporate the evidence into their accountability
information

 Demonstrate they have met their controller obligations per Article
28

e Use Microsoft-provided evidence to supplement their DPIA as
appropriate

e Implement their record keeping using information from Microsoft
services

Support Data Subject Rights

e Incorporate evidence into the information they provide to data
subjects

e Build their DSR-response system on the capabilities described in
the documentation

Integrate the Microsoft operational controls into their
privacy information management system

= Microsoft

GDPR




Get Started: Support for GDPR Accountability

Our commitment to support your GDPR compliance starts right here

What is the GDPR?

On May 25, 2018, a European privacy law, the General Data Protection Regulation (GDPR), will take effect. The GDPR imposes new rules on companies, government agencies, non-profits, and other
organizations that offer goods and services to people in the European Union (EU), or that collect and analyze data tied to EU residents.

This site Is designed to provide you information about the capabilities in Microsoft services that you can use to address specific requirements of the GOPR. Access the documentation helpful to your GDPR
accountability, and to your understanding of the technical and organizational measures Microsoft has taken to support the GDPR. Documentation for Data Protection Impact Assessments, Data Subject

Requests (DSRs), and Data Breach Notification is provided to incorporate into your own accountability program in support of the GDPR.

Select a topic below to get started:

V - v
= A= v
v x4
Data Protection Data Subject Data Breach Accountability

Impact Requests Notification Readiness
Asses S ments How Microsoft Helps Controllers How Microsoft detects and responds C hec k| |St

Address Data Subject Requests to a breach of personal data and
How Microsoft helps arganizations Under the GDPR notifies controllers under the GDPR A convenient way to access the
| )
meet their own DPIA obligations LEARN MORE > LEARN MORE information you may need to
- support GDPR when using Microsoft
LEARN MORE >

services.

LEARN MORE


https://servicetrust.microsoft.com/ViewPage/GDPRGetStarted

Data Protection Impact Assessments

~ Data Protection Impact Assessments: Guidance for
Mo 365 o Data Controllers Using Dynamics 365

documentation and resources
i 05/18/2018 + @ 10 minutes ta read * Contributors @
> Deploy Microsoft 365 Enterpnse

Services and concepts Under the General Data Protection Regulation (GDPR), data controllers are required to prepare a Data Protection Impact
> Identity and device access Assessment (DPIA) for processing operations that are “likely to result in a high risk to the rights and freedoms of natural
configurations persons.” There is nothing inherent in Dynamics 365 that would necessarily require the creation of a DPIA by a Data
v Compliance solutions Controller using it. Rather, whether a DPIA is required will be dependent on the details and context of how the data
v GDPR controller deploys, configures, and uses Dynamics 365

> Accountability readiness

checkiists The purpose of this document is to provide data controllers with information about Dynamics 365 that will help them to

determine whether a DPIA is needed and, if so, what details to include.
Information protection

> Data subject requests

> Breach notification Part 1 — Determining Whether A DPIA is Needed

v Data protection impact A
assessments Article 35 of the GDPR requires a data controller to create a Data Protection Impact Assessment “[w]here a type of

processing in particular using new technologies, and taking into account the nature, scope, context and purposes of the
processing, is likely to result in a high risk to the rights and freedoms of natural persons.” It further sets out particular

factors that would indicate such a high risk, which are discussed in the following table. In determining whether a DPIA is
needed, a data controller should consider these factors, along with any other relevant factors, in light of the controller's

specific implementation(s) and use(s) of Dynamics 365.

Office 365

Azure

oynamics

Microsoft Support and
Professional Services

o ata Protédon Table 1 - High risk factors in Dynamics 365
Risk Factor Relevant Information about Dynamics 365
A systematic and extensive evaluation of personal Dynamics 365 does perform certain automated processing of
aspects relating to natural persons which is based on data, such as lead or opportunity scoring (e.g. predicting how

‘fdocs.microsoft.com/en-us/microsoft-365/enterrise/


https://docs.microsoft.com/en-us/microsoft-365/compliance/gdpr-dpia-office365

Accountability Readiness Checklist

Records related to processing Pll (7.2.7)

Customer consideration

The customer should maintain all necessary and required records related to processing personal data (e.g. purpose,
security measures, etc.). Where some of these records must be provided by a sub-processor, the customer should

ensure that they can obtain such records.

Supporting Microsoft Documentation:

The tools provided by Microsoft services to help you maintain the records necessary demonstrate compliance and
support for accountability under the GDPR. See the Azure Security Documentation [2] for activity and diagnostic
logging and logging of processing of personal data.

Addresses GDPR Article(s)

(5)(2), (24)(1), (30)(1)(a), (30)(1)(b), (30)(1)(c), (30)(1)(d), (30)(1)(g), (30)(T)(f), (30)(3), (30)(4), (30)(5)


https://docs.microsoft.com/en-us/microsoft-365/compliance/gdpr-arc

Records related to processing (7.2.7): Azure

Logging and auditing
Filter by title
OMS provides extensive lagging of system and user activity, as well as system health. The OMS Log Analytics solution
Azure Security Documentation collects and analyzes data generated by resources in Azure and on-premises environments.

v

Architecture and design P y e ¢ i ’ s yie
= Activity logs: Activity logs provide insight into operations performed on resources in a subscription. Activity logs

v

Data security and encryption . gl 5
v P can help determine an operation's initiator, time of occurrence, and status.

2 Platiorm and infrastructure « Diagnostic logs: Diagnostic logs include all logs emitted by every resource. These logs include Windows event
> Application system logs, Azure Storage logs, Key Vault audit logs, and Application Gateway access and firewall logs.
> Monitoring, auditing, and * Log archiving: All diagnostic logs write to a centralized and encrypted Azure storage account for archival. The
Dpetetions retention is user-configurable, up to 730 days, to meet organization-specific retention requirements. These logs
v Governance and compliance connect to Azure Log Analytics for processing, storing, and dashboard reporting.
Financial services for requlated
workloads Additionally, the following OMS solutions are included as a part of this architecture:
v GDPR

« AD Assessment: The Active Directory Health Check solution assesses the risk and health of server environments on
Data analytics > . DR 7 } i .
a reqgular interval and provides a prioritized list of recommendations specific to the deployed server infrastructure.

Data warehouse ; 3 3 5
+ Antimalware Assessment; The Antimalware solution reports on malware, threats, and protection status.

laaS web application

« Azure Automation: The Azure Automation solution stores, runs, and manages runbooks.

Paas web application « Security and Audit: The Security and Audit dashboard provides a high-level insight into the security state of

> FedRAMP resources by providing metrics on security domains, notable issues, detections, threat intelligence, and common
> PCIDSS security queries,
> UK-OFFICIAL « SQL Assessment: The SQL Health Check solution assesses the risk and health of server environments on a regular

HIPAA/HITRUST Health Data and interval and provides customers with a prioritized list of recommendations specific to the deployed server

Al infrastructure.
White papers » Update Management: The Update Management solution allows customer management of operating system
Azure security services security updates, including a status of available updates and the process of installing required updates.

Teckeilcil secitows » Agent Health: The Agent Health solution reports how many agents are deployed and their geographic distribution,
as well as how many agents which are unresponsive and the number of agents which are submitting operational
data.

« Azure Activity Logs: The Activity Log Analytics solution assists with analysis of the Azure activity logs across all

Best practices

> Resources

Azure subscriptions for a customer.
+ Change Tracking: The Change Tracking solution allows customers to easily identify changes in the environment,



= Microsoft

DPIA approach

DPIAs are at a higher level of group processing than
privacy reviews, generally that of a service (e.g.,
Windows) or business process (e.g., email marketing)

 Privacy reviews will continue to occur at a granular level. Each DPIA
will have many privacy reviews that “ladder” up to it.

e The scope of a particular DPIA is determined by identifying common
types of data processing, the common sets of risk mitigations or
logical product or service groupings.

 Discrete components of services may warrant their own DPIA, if the
processing or risks are unique.

DPIAs introduce an opportunity for better consistency
and quality across Microsoft

The European DPO has significant input to the DPIAs




DPIA
Template

£P|A FOR
<PRODUCT/SERVICES/BUSINESS
OPERATION NAME>

Contents
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Transparency in different contexts

SINGAPORE

Factors to consider:

* Audience/customer (organization’s audience and regulators)
* Types of data

* Types of processing

* Purposes of processing

* Product(s)

Note: Transparency requirement in GDPR (prescriptive sections, but
general requirement tied to accountability)
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We communicate honestly and openly

When you use Snap products, you share information with us — it's our responsibility to help you understand how that

information is used. Our Privacy Policy explains how we collect, use, and share information — you can read the highlights
here. If you're curious about how a certain feature uses your data, Our Approach to Privacy breaks things down a bit more.
We also explain how features use data right inside of our apps, and throughout our Support Center. Of course, if you still

can’t find what you need, you can always ask
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We design with privacy in mind

New features go through an intense privacy review process — we talk about things, we debate them, and we work hard to
build products we're proud of and that we'll want to use. After all, we use these products every day, both at work and in

our personal lives. We handle your information with the same care that we use for ourselves, our company, our family, and

our friends.
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Deletion is our default

Snapchat aims to capture the feeling of hanging out with friends in person — that's why Snaps and Chats are deleted from
our servers once they're opened or expired. After a Snap is deleted, we'll mainly be able to see the basic details — like
when it was sent and who it was sent to. Learn more.

It's important to keep in mind that other Snapchatters can always take a screenshot, or save things using a third-party app.
At the end of the day, it's best to only share the need-to-know stuff with the people you really trust — just like you would in
real life!
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~ Notification of Purposes of Processing

SINGAPORE

Factors to consider:

* Audience/customer (organization’s audience and regulators)
* Impact of processing on individual
* [s there any action that can follow from notice



Keep Our Services Safe & Secure

It's important to us that you're as safe and secure as possible when you're using our services, so we use some of your
information to enhance these aspects of our products too! For example, we provide two-factor authentication to secure
your account and can send you an email if we notice any suspicious activity. We also scan URLs sent on Snapchat to see if

that webpage is potentially harmful, and can give you a warning about it.
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Develop New Features & Improve Existing Ones

First stop: development. Our teams work closely together to develop fun, imaginative new features. You actually help out

our development team every day, just by using our products!

For example, we look at the Filters and Lenses that Snapchatters use the most to decide which ones we should create
next. We develop a lot of our features with the same approach, so we can stay on top of our game and build new things

you love!

We're always looking for ways to improve our services too. Sometimes, we'll change how a feature works or how the app
looks. Your information can help us decide what kind of improvements we should make. For example, Snapchat can guess
who your best friends are, based on who you talk with the most — so the app can place them right at the top of your Send
To screen to make Snapping with them that much easier. Studying data from a lot of Snapchatters can help us see trends

in the ways that people use the app. This helps inspire us to improve Snapchat in big ways, on a larger scale!
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Provide Relevant Ads

We think ads are best when they're relevant-advertisers prefer them and we think you'll like them more too. So, we use
some of the information we learn about you to try and select the right ads at the right time. For example, if you've clicked
on a bunch of ads for video games, we might keep those ads coming! But we also use your information to avoid showing
you ads you probably won't like. For example, if a ticketing site tells us you've already bought tickets for a movie — or if
you bought them through Snapchat — we can stop showing you ads for it. Learn more.



St
Snapchat Support

Discover tips and tricks, find answers to common questions, and get help!

< Privacy
Privacy Settings
Remove or Block a Friend
Access My Snapchat Data
Advertising & Interest Preferences

Learn About Our Service Providers

When does Snapchat delete Snaps
and Chats?

| have a privacy question

1 \What'e Nlaws

Advertising & Interest Preferences

We want the ads you see on Snapchat to be fun, interesting, and relevant to you! To help do that, we let
advertisers show you ads based on information collected outside of Snapchat and our other services. If
you would prefer not to have ads shown to you based on this information, you can read more about your
different options below!

Note: You'll still see ads if you disable these advertising features, but those ads may be less relevant to
you. You may also continue to see ads based on the information you provide us and inferences we make
based on your activity on Snapchat and our other services, like which Discover channels you watch.

Audience-Based Ads

Audience-Based Ads help advertisers show relevant ads to their desired audience.
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Factors to consider:

* Audience/customer (organization’s audience, e.g.,
customers/users vs. regulators)

* Complexity of analysis



Bases for using your information

Your country only allows us to use your personal information when certain conditions apply. These conditions are called
“legal bases” and, at Snap, we typically rely on one of four:

* Contract. One reason we might use your information is because you've entered into an agreement with us. For
example, when you buy an On-Demand Geofilter and accepted our Custom Creative Tools Terms, we need to use
some of your information to collect payment and make sure we show your Geofilter to the right people at the right
place and time.

» Legitimate interest. Another reason we might use your information is because we have—or a third party has—a
legitimate interest in doing so. For example, we need to use your information to provide and improve our services,
including protecting your account, delivering your Snaps, providing customer support, and helping you find friends
and content we think you'll like. Because most of our services are free, we also use some information about you to try
and show you ads you'll find interesting. An important point to understand about legitimate interest is that our
interests don't outweigh your right to privacy, so we only rely on legitimate interest when we think the way we are
using your data doesn't significantly impact your privacy or would be expected by you, or there is a compelling reason
to do so. We explain our legitimate business reasons for using your information in more detail here.,

* Consent. In some cases we'll ask for consent to use your information for specific purposes. If we do, we'll make sure
you can revoke your consent in our services or through your device permissions. Even if we're not relying on consent
to use your information, we may ask you for permission to access data like contacts and location.



» Legitimate interest. Another reason we might use your information is because we have—or a third party has—a
legitimate interest in doing so. For example, we need to use your information to provide and improve our services,
including protecting your account, delivering your Snaps, providing customer support, and helping you find friends
and content we think you'll like. Because most of our services are free, we also use some information about you to try
and show you ads you'll find interesting. An important point to understand about legitimate interest is that our
interests don't outweigh your right to privacy, so we only rely on legitimate interest when we think the way we are
using your data doesn't significantly impact your privacy or would be expected by you, or there is a compelling reason

to do so. We explain our legitimate business reasons for using your information in more detail here.
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Factors to consider:

* Data subjects, e.g., age of data subjects
* Sensitivity of data
* Purposes of processing



User Spec Template [v3]

Instructions: Parts of this document are underlined or indented. The indented text
explains key privacy concepts that you should consider when designing_your feature.
Addressing these concepts in your designs will ease the product review process.
Underlines are reserved for instructions about how to use this Quip. If you've read these
instructions and still need help, contact your product counsel.

Feature Overview

This is a one or two sentence description of the feature. If you can’t describe this feature in
two sentences, consider splitting the feature into more specs.

Feature Goals

1. [Goal 1]

a. Justification:



Summary

Privacy Consideration: Will people understand how this feature collects and uses their
data? If not, can additional transparency be provided in the user flow, in our privacy
center, or elsewhere? Consider including just-in-time notices and iconography as you
develop User Stories to aid understanding.

This is an optional paragraph long description of what the user can do. It's different than
the feature overview in that it’s a bit more descriptive and does not talk about any business
implications. It’s useful for long user stories.

[ADD FLOW DIAGRAM]

Privacy Considerations:

1) Will people understand who can view the information they share?

2) If user consent is required to process data for this feature, consider excluding this
processing for children (ages 13-15).

3) If this feature collects location data or information from the user's contact book, you
must ensure we have asked the user for consent.



Will the data be

What user data is A ‘delet.ed, de Where will the ishes datd
; g How long is the identified, or be shared
needed for this How will the data be used? ; ; data be :
retention period? aggregated after outside of
product or feature? : stored?
the retention Snap?

period elapses?

v v v v v
v v v v v
v v v v v
v v v v v

Will the user be able to view this data? With few exceptions, individuals have a right to
access the data we have stored about them. Typically, this data should be available in
the app (e.g. in settings) or via Download My Data. If this data can't be made available

to individuals, work with your product counsel to see if an exception applies. If new data
will be added to Download My Data, the Design or Engineering Owner must contact

dmd-request@snap.com as soon as possible to begin the integration process.

Will the user be able to edit or delete this data? As a general rule, individuals have the
right to correct or request we delete their data. When possible, you should provide users
with the ability to edit or delete data in the app and, in most cases, ensure that the data
Is deleted when the user account is deleted.



Privacy Review

Security and Legal must complete this section before any feature is released. Once completed, any changes to the
feature will require additional review. If Legal believes a Privacy Impact Assessment (PIA) or Legitimate Interest
Assessment (LIA) is required for this feature, please submit a request as soon as possible.

Reviewer Date Status PIA required? LIA required? DMD? Notes
Legal Reviewer v v v v
Eng Reviewer v nl/a n/a n/a

PIAs are required for high risk data processing activities. Processing of high risk data categories (e.g. biometric data
and children's data) and long retention periods are indicators that a PIA may be required.

LIAs are required if we rely on legitimate interest as a ground for processing and the processing does not fall within
existing processing activities.
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Legitimate Interest Assessment

Outline Questionnaire
Processing Activity ~ BACK
Data
RARpONS Processing Activity
Necessity

‘Hequred One-sentence description of the processing activity under review:
Balancing Considerations

Status




Outline

Processing Activity

Data

Purpose

Necessity

Balancing Considerations

Status

*Required Detailed description of the processing activity:

Data

*Required Data used for this processing activity:

AN



*Reqguired Will data about children under the age of 16 be processed?

O Yes

(ih?l N 0

Warning — possible high-risk issue

The GDPR requires Snap to give particular weight to protecting children’s data. This is particularly true when
data will be used for the purposes of marketing or creating user profiles.

Identify any risks particular to children and describe any extra measures or safeguards developed
to mitigate potential harm to children.



*Required Will sensitive data be processed?

O Yes
No

Warning — possible critical-risk issue

Snap likely cannot rely on legitimate interest as the basis for processing sensitive data.




“Reguired Would the individual reasonably expect their data to be processed in this way?

Yes

© No

Warning — possible critical-risk issue

If the individual would not reasonably expect this processing activity, their interests are more likely to override
Snap's legitimate interests.
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Data Protection by Design and
Data Protection Impact Assessment Case Study

*** Huey Tan, Senior Privacy Counsel, Apple

¢ Keith Enright, Legal Director, Privacy, Google



Overview - Privacy by design

Policy & Guidance

Impact Assessment
Documentation

Tools



Part A: Privacy @
Google Google




Privacy Training

Content is tailored to job ladders — product
designers and engineers get custom content
Our training is optimized to have the biggest
yossible impact across the company, ensuring
thal best practices are taught and reinforced

vear after year

Engineers and product managers get special,
in-depth training during on-boarding

Maore than half of our employees are enrolled in
this special, in-depth training within three

months of hire.

Proprietary + Confidential



Privacy Reviews

Privacy Working Groups (PWGs)
partner with engineering teams
throughout product development
and conduct final launch reviews.

Each PWG team focuses on a
product area (e.g. Chrome or Maps)
or a horizontal privacy theme (e.g.
biometrics or aggregation). PWG
members are experts in their
specific domains, and they get
specialized legal support.

Google

Privacy Working Groups
focused on product areas and
privacy concepts.

Proprietary + Confidential



Privacy review model: DPIA process

Review
Mulii-faceted review includes security,

performance, and many other dimensions.

DPIA process
Formal review, generates record

High risk processing?

Privacy review
Specialized privacy review
process, by trained reviewers.

Includes EU-specific legal
review



Data
Protection
Impact
Assessments

We're launching a DPIA template that
will be a key deliverable of the review
process for High Risk processing.

DPIAs will be reviewed by privacy
engineering, legal counsel, product
leadership, and the DPO as
appropriate — building upon similar

reviews we do today.

. 9
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I Description of the processing I
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I Risk analysis and mitigation I
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Case study (fictional)

1 PRODUCT PRESEHTATION

DEV & LAUMCH 2
3 PRODUCT 2.0

INCIDENT 4



BRUSH. ly
(fictional)




“ PRODUCT PRESENTATION

WiFi and Bluetooth enabled
to connect to phones
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WiFi and Bluetooth enabled
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Companion mobile app to sync
with Brush.ly Account



“ PRODUCT PRESENTATION

WiFi and Bluetooth enabled
to connect to phones

Companion mobile app to sync
with Brush.ly Account

Keeps detailed data in local storage
about:
e Brush position
e Accelerometer and gyro readings
of detailed movements
e Brushing time



— PRODUCT PRESENTATION

WiFi and Bluetooth enabled
to connect to phones

Companion mobile app to sync
with Brush.ly Account

Keeps detailed data in local storage
about:
e Brush position
e Accelerometer and gyro readings
of detailed movements
e Brushing time

Small screen displays brushing
statistics




“ PRODUCT PRESENTATION

WiFi and Bluetooth enabled
to connect to phones

Companion mobile app to sync
with Brush.ly Account

Keeps detailed data in local storage
about:
e Brush position
e Accelerometer and gyro readings
of detailed movements
e Brushing time

Small screen displays brushing
statistics

Research data will be made
available to researchers and
academics



Roadmap ...........................

1 PRODUCT PRESENTATION

DEV & LAUNCH 2
3 PRODUCT 2.0

INCIDENT 4



Privacy Design Document

BRUSH.Y PDO f
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Privacy Design Document

DEV & LAUNCH 2

What data from or about a user does your product handle?
We are going to collect data from the toothbrush, not from
users. This data includes: battery life, brushing speeds,

times, angles, etc. and device serial number.

Where is the data described above stored? Who has access to
it?
The default is for all data to be stored in the memory on th
toothbrush.
If a user chooses to connect their brush with the app, we
will automatically send data from the toothbrush about its

performance (like battery life, brushing speeds, times,

angles, etc. and device serial number) to our servers. Nons
of this data is tied to a user.

Note: connected brushes can receive updates, and we log

information about when brushes get updates and which updateq

they receive.

"




DEV & LAUNCH 2

Privacy Design Document

How will your product use this data?
The data on the brush is used to provide the user tips and

suggestions, and to calculate performance scores to show thg
user.

The data we receive from brushes is used to improve our
algorithm and to analyze bugs or other issues with the brus
For customers who bought brushes directly from us, we can
match serial number to their purchase information and use
that to send them updates on the product and promotions.

What type of control will users have over their data?
Users can reset the brush if they want to remove data, and
they can view it in the app.

Do you plan to retain data? If yes, for how long and why?
Data remains on the toothbrush until the memory runs out of
space, and then the oldest data is overwritten with new

data.Data sent to our servers is kept until we decide to
delete it.




Privacy Design Document

DEV & LAUNCH 2

Will the data be shared with any third parties?

Other users with access to the brush could view data on the
display screen.

We plan to share data with medical researchers and academics

to help study how to improve dental health. We know there i§

great interest in our data and have heard from several
research labs already.

Is your product intended to collect and process any of the
following specific categories of data (check all that may apply):
B Biometric data (e.g., fingerprints)
B Genetic or health information;
a Children’s data
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...a User Trust expert
say about best
practices?

Twansparency
and control
Communication
about privacy
Being
trustworthy

...an Eng Expert say
about best practices?

Encryption
Multi-users

Hardware privacy |,

vulnerabilities
Sharing for
research

- -.‘:_--{

-

' abo

acy Lawyer say

legal obligations?

Brush.ly Fact Sheet

WiFi and Bluetooth
enabled to connect to
phones

Companion mobile app to
sync with Brush.ly Account

Keeps detailed data in local storage
about:
Brush position
Accelerometer and gyro
readings of detailed movements
Brushing time

Small screen displays brushing | _”
statistics % ol

Research data will be made
available to researchers and
academics




DEV & LAUNCH 2

Brush.ly launches




DEV & LAUNCH 2

Users like it




...3 months later...

DEV & LAUNCH 2




Roadmap ...... e

1 PRODUCT PRESENTATION

:

3 PRODUCT 2.0

INCIDENT




Super Smile
Brush.ly?
(fictional)




It will include all features of
Brush.ly

0000
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3 PRODUCT 20

Sensors on brush can detect the
presence of gum disease




3 PRODUCT 20

Sensors on brush can detect the
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GPS-enabled to detect user’s
location when using Brush.ly
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3 PRODUCT 20

Sensors on brush can detect the
presence of gum disease

GPS-enabled to detect user’s
location when using Brush.ly

[ #7]
Users will be able to share their info
with their dentists. Dentists can

install a Brush.ly App for Doctors




3 PRODUCT 20

Sensors on brush can detect the
presence of gum disease

GPS-enabled to detect user’s
location when using Brush.ly

K&l
Users will be able to share their info
with their dentists. Dentists can

install a Brush.ly App for Doctors

Special features for kids




Users like it




Assessment of Super Smile Brush (fictional example)

o . . How are you gaining , Opt-in consent and | Storage and access |

T‘fltf‘ c»:::nd]t.mn : . user’s trust to provide - retention controls. - restrictions. -
ata is sensitive : the data? - . .

' Location data from - - What if there are users - . Privacy Policy allows - Shared device, so how -
| toothbrush who don’t find this | . using location, but . do you avoid abuse of .
a toothbrus : beneficial? - notify users? - location data? -

. L Can users remain " [ o A -
Sharing data with - aware of who has - ~ High Risk Processing | | How do you ensure the |

: dentists : . access to their data? * 5 cunslderatmr!s:fprnce:;:; = right ductn_r gets access -
oo ; L . | ing conditions . to the right data? .,
' erine d : . Doyouunderstand . T A S .
Gai;; eri nkgﬁ ata : '~ how kids may interact * Do you need p?rental - What supervision :

: rom Kids - . differently with the : consent? . featurfef. are in place for ’
e - 5 brush? : . kids accounts? 5
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What happened?

£

One of the engineering teams
develops an update to the
companion app

INCIDENT

4




What happened?

A

One of the engineering teams
develops an update to the
companion app

The new functionality allows users
to book appointments with dentists
that have installed Brush.ly App
for Doctors

INCIDENT

4




What happened?

5

One of the engineering teams
develops an update to the
companion app

INCIDENT 4

v

O

The update contains a bug in the
code that unintentionally causes the
name and email address of users

The new functionality allows users who have used this feature to
to book appointments with dentists become available to all the
that have installed Brush.ly App dentists that have installed the

for Doctors companion Brush.ly App for Doctors



...a month later...
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Fixing the bug

- 1-2 days of extra
engineering work

S required




Fixing the bug

1-2 days of extra
engineering work
= required

= = - wazs = = ==




Fixing the bug

= 1-2daysof extra -
engineering work
= required

n

|

i

j

l
Expedite process available
BN (24 hours) w/ appr
‘ ’ Directo Jf ngineering



4
Fixing the bug

1-2 daysof extra _ - Extra week necessary for
engineering work formal review and
= required approval
|
|
i
|
|
: You can now implement
& the fix.

Ml BRRNN (24 hours) w/ approval of
‘ b Director of Engineering



INCIDENT 4

What Privacy by Design issues are
- highlighted in this incident?




INCIDENT 4

_What Privacy by Design issues are
~ highlighted in this incident?

I
What Privacy by Design issues
come into play when fixing the
bug?



Breach notification?




Thank You
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Session IV
Regulator Perspectives on Accountability and How to Incentivise It

** Raymund Liboro, Commissioner and Chairman, Philippines National Privacy
Commission

s Stephen Wong, Commissioner, Hong Kong Privacy Commissioner for Personal Data

¢ Zee Kin Yeong, Deputy Commissioner, Singapore Personal Data Protection
Commission



ACCOUNTABILITY AND
Z).©  COMPLIANCE FRAMEWORK
AND THE FIVE PILLARS

Raymund Enriquez Liboro
Privacy Commissioner and Chairman
August 1, 2017
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2) The Greatest Secret on how to be accountable.
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SCOPE OF THE LAW and the Privacy
Ecosystem

Data Subjects
| ) .
Thgggevggo National Privacy
p Commission
Personal Data v
\ y

Processing of
Personal Data

* PERSONAL INFORMATION CONTROLLERS (PIC) and PERSONAL INFORMATION
PROCESSORS (PIP) PROCESSING PERSONAL DATA of DATA SUBJECTS

NATIOMNAL
PRIVACY

L) COMMISSION
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Risk-based approach | Prevention &
mitigation | Building the culture of data |
privacy & protection h
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5 PILLARS OF DATA PRIVACY ACCOUNTABILITY &
COMPLIANCE

e | Be accountable:
~= (reate a Privacy Management

Commit to comply: Program
Demonstrate compliance:

Appoint a Data Protection
4 .
Implement Data Privacy and

Officer

Know your risks: Security Measures
Conduct a Privacy Impact

Assessment

L

Q\

e

=roxt  Be prepared for breach:
Regularly exercise Breach
Reporting Procedures

Ka KiHG
Fivacs
LEMMGaldH
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GOVERNANCE
A. Appoint your DPO

BREACHES
T. Data Breach
Management;

Security Policy
Data Breach
Response Team
Incident Response
Procedure
Document

Breach Notification

THE DATA PRIVACY ACCOUNTABILITY
AND COMPLIANCE FRAMEWORK

RISK ASSESSMENT ORGANIZATION DAY TO DAY
B. Register systems E. Privacy Management G. Privacy Notice
C. Maintain records Program H-O. Data Subjects’ Rights

D. Conduct a PIA F. Privacy Manual P. Data Life Cycle

THIRD PARTIES MANAGE HR PROGRAM REVIEW
U. Third Parties; V. Training and Capacity X. Continuing
» Legal Basis for Building Assessment and
Disclosure W. Security Clearances Development
» Data Sharing and NDA » Regular PIA
Agreements Review Contracts

Cross Border
Transfer Agreement

v

Internal Assessments
Review PMP
Accreditations

vV v v .Yy

DATA SECURITY
Q. Organizational Measures
R. Physical Measures

S. Technical Security Measures

LEGAL AND ICT
Y. New technologies
and standards
Z. New legal
requirements

DP €3 3
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What do we look for when the NPC
comes knocking at your door?

. Can we feel that culture of privacy?
2. Do you have a sensible data privacy program
and do you implement it?
. Is it based on risk ?
Do you train your staff in data privacy and
protection?
. Are you prepared for breach?

DPGa




ROOT CAUSES OF BREACH




SECURITY PRIVACY

Impact on People

Collection of personal
information

Using and disclosing
personal information

Personal . )
: : In authorized manner
Information
Data quality
Access to personal
information
. NATIONAL
i, DPER3




Data Security Data Privacy

« Confidentiality  Accountability
« Availability « Assurance
* Integrity Personal

Information




THE DATA PRIVACY COUNCIL

TELCO Banks & Non-Bank Financial

Health Institutions

LGUs E ducation & Research

Utilities BATA PRIVAC Media & Social Media
COUNCIL

Workplace BPO

: Retail, Hospitality, Tourism
Pharmaceutical Industry pitality,

Transportation & Logistics
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Direct Marketing &

Networking Real
E state
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BUILDING A DPO EXCELLENCE CULTURE AND LIFESTYLE - A FILIPINO PERSPECTIVE

2018



Haligi ng maunlad na ekonomiya

ang pag-iingat ng personal data.

o i T o E; E il mﬂ :. B

Tumalima so DPA;

Mag-appoint ng
Data Protection

NATIORK, Kapag ang personal data ay hindi protektado,
u COMMISSION may panganib sa mga tao!

BUILDING A DPO EXCELLENCE CULTURE AND LIFESTYLE - A FILIPINO PERSPECTIVE

5 PILLARS OF DATA PRIVACY ACCOUNTABILITY & COMPLIANCE

Sa llalim ng Data Privacy Act (DPA) ng 2012, tungkulin ng mga
organisasyon na protektahan ang personal data na ipinagkatiwaia
54 kanila ng mga mamamayan, Dulot ng pag-ingat nd ito ay ligtas
na kalakalan sa merkado al masiglang pag-usad ng kabuhayan.

;,n,s .-ﬂ.. ||||~.-.-iTl'l {8 H‘E

Farg sa Sanusg na kaalaman ' infost privacy. gov.ph
makipag-uanayan =8 Natons! W RVaCY.Gov.En
varc

Privacy Commusan (NPC)
G 920-0101 soc 7021

2018



GAANO KAHALAGA
ANG DATA MO?

Gabay sa Pamamahala
ng Personal Data sa
Inyong Organisasyon

Ayon sa Data Privacy Act of 2012 0 R.A 10173

NATIONAL

PRIVACY
‘ ’ COMMISSION
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Mahalin ang sarili. .
Pahalagahan ang data privacy. [ | cu M PEN D I U M of
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NPC ISSUANCES

DPO Support -
knowledge materials

Ka KIHGL
[ AT BUILDING A DPO EXCELLENCE CULTURE AND LIFESTYLE - A FILIPINO PERSPECTIVE 2018
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NATIONAL
SRvACY About Us » S - CHlew's Chinftur Latust LUpcuto Cavasr Coportuniling « Procutument = ASPRIVA
COMMWS SION
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NPC SERVICES

£

I'WANT TO I WANT 70 | WANT TO
Know More Comply Complain
e _—————

Know Your Rights Register Mechanics

The Data Privacy Act and its IRR Appointing a Data Protection

Officer

Submit a Complaint

Memorandum Circulars
Conducting a Privacy Impact
Assessment

Creating a Privacy Manual

Implementing Privacy and Data
Protection Measures

DPO Support - website R

Procedures

BUILDING A DPO EXCELLENCE CULTURE AND LIFESTYLE - A FILIPINO PERSPECTIVE

2018



Mgkaubwngan@ﬁeal%m.

pat: ba naman office desk makalat dn? Yung gocuments mo,
baka may personal ido dyan, ‘Ligpt mo "yan, frend!

Yung intensyen mo,

malinaw. =

yws polhiCyst

£h yung kanya. malinaw ba sa'yo?

U:’:'E':':,_ #DeskKoLinisKo : Zei-a § prvacygoveh W privacy

Kung magaling kang mag-spot
ng fake news at fake friends...
Dapat matinik ka ring makahuli ng
PHISHING!

OndineShop

Werw wid § payy

It C20d payment
i the I detaia here

ARSI RNCE SR #ResiliencePH

§ prdvacygoupn O',:‘,:_'."
o covatyPH .

Ka KIHGL

PIIVACT BUILDING A DPO EXCELLENCE CULTURE AND LIFESTYLE - A FILIPINO PERSPECTIVE
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So how do we incentivize accountability?

*Incentivize the people.
*Be clear with the message.
* the pain

 the benefit

*Walk the talk.

*Engage the stakeholders.

ha HIHG
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PRIVACY GOLDEN RULES:

IF YOU CAN'T
PROTECT IT. DON'T
COLLECT IT
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PRIVACY GOLDEN RULES:

DO NOT DO UNTO
OTHERS WHAT YOU
DO NOT WHAT DONE

UNTO YOU
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Session IV
Regulator Perspectives on Accountability and How to Incentivise It

** Raymund Liboro, Commissioner and Chairman, Philippines National Privacy
Commission

s Stephen Wong, Commissioner, Hong Kong Privacy Commissioner for Personal Data

¢ Zee Kin Yeong, Deputy Commissioner, Singapore Personal Data Protection
Commission



Centre for Information Policy Leadership (CIPL) Workshop in collaboration with the Singapore Personal
Data Protection Commission
“Implementing Accountability “
26 July 2018

0

Stephen Kai-yi Wong, Barrister
Privacy Commissioner for Personal Data, Hong Kong, China
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Hong Kong—Privacy Management

Programme

FCPD

(PCPORE =

F,' ‘ SEEAEaHIERSSLE
i

[ H x|

Privacy Commissioner

for Personal Data, Hong Kong




Hong Kong — Privacy Management Programme

(O T

Initiated by the Hong Kong Not a legal requirement Corporate governance
Privacy Commissioner responsibilities
N from Compliance
PoLICYAND to Accountabilfy
Top-down business Data protection policies & A paradigm shift
imperative procedures in place

SEEASaHIAEEEsLE

Privacy Commissioner

for Personal Data, Hong Kong
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> Paradigm Shift >

from Compliance

to Accountability Accountability Approach |
« Active ’
, X - Proactive .
« Passive .
e Reactive ‘ = Preventlve
. \/“ . d .
. Remedial Based on customer expectation
- Problem-based - Directed by top-management
« Handled by compliance team - Reputation building
+  Minimum legal requirement . Top-down

 Bottom-up

> = 3 HSeEASHIERS L=
ey Privacy Commissioner
& S =, A for Personal Data, Hong Kong




PMP - Fundamental Principles

Top-Down Organisational Commitments

Establishing
reporting and

e oversight
uy-in protection office mechanism

or officer

Top-management Setting up of a
commitment and dedicated data

SEEASHIAERSLE

Privacy Commissioner
for Personal Data, Hong Kong




PMP — 7 Practical Programme Controls




PMP -
Ongoing Assessment and Revision

Develop an Oversight
and Review Plan

SEeEEAEaHIAERSEasLE

Privacy Commissioner
for Personal Data, Hong Kong




Carrots or Sticks?

 Deterrence and punishment
had limited effects

« Maximum fine for DM
conviction cases - US$4,000
only!

 No power to impose
administrative fines

 Promoting  accountability
through PMP

SEE A a8l ERmaLE

Privacy Commissioner

for Personal Data, Hong Kong



Organisations’ Sharing

+ Dally Training and Quiz on Data Protection Principles
Good practices on data handling were shared with the stoff,

\ wmeaien /  Data

ro'edio

Privacy Conducted by the Government
Impact/Compliance on specific projects e.g. SMART
ARRIEES ID, e-health System, etc.

SEEAEaHIERSSLE

Privacy Commissioner
for Personal Data, Hong Kong




Practical Difficulties Encountered by Organisations
in implementing PMP

Lack of budget
and resources

.‘°| Lack of

ompetent legal
and technical
staff

Lower
motivations
to implement

Lack of
Knowledge

DPAs should provide incentives

SEEAEaHIERSSLE

Privacy Commissioner
for Personal Data, Hong Kong




Consultancy Project on Implementation of PIVIP In
Government

Consultant engaged to
facilitate bureaux
/departments to
implement PMP

PMP

| 'MUX _
Training k{hAINI']G

¢ GUIDANCE' ASSISTANCE )

Advice
provided by the PCPD

PMP Manual
(To be completed this year)

SEEASHIAERSSLE

Privacy Commissioner
for Personal Data, Hong Kong




Deliverables by the Consultant

PIVIP:IVIanuais tor
selected government
bureau/departments

G

Toolkits and/training
materials

SEEAEHILESSLE

Privacy Commissioner
for Personal Data, Hong Kong




PMP Manuals for government departments

JCover all components of a PMP

- A-1a. Roles and Responsibilities of the
Overview of the Privacy Management CICUEiE L Departmental Data Protection Officer and
Commitment Other Officers Assisting in the
Implementation of PMP

A-1b. Reporting Mechanism

Programme (“PMP”)

Overview of the Personal Data
(Privacy) Ordinance

A-2b. Policies for Handling Personal Data
A-2c. Risk Assessment Tools
Programme A-2d. Training and Education

A-2e. Breach Handling

A-2f. Data Processor Management
A-2g. Communication

T — Celylifel

The tailor-made PMP

Ongoing 1. Oversight and Review Plan
Assessment 2. Review of PMP’s Effectiveness

and Revision

S e A SHIAERESLE
Privacy Commissioner
for Personal Data, Hong Kong



PMP Manuals for government departments

ereviewing existing policies, guidelines, procedures, etc.
einterviewing key divisions/sections to understand their operations

Understand the bureau/departments ewalkthrough of key privacy controls in place within the data privacy lifecycle

eoverview of current status of the PMP
Report edetailed findings and recommendations
*a road map for way forward

Worked with the burea u/departments and prepa red e tailored templates, outlines/key contents of the policies and procedures,
the PMP Manual frameworks and protocol references.

SEEASHIAESRSSLE

Privacy Commissioner
for Personal Data, Hong Kong




PMP Manuals for government departments @

|b Based on the observations identified

|b Remediate the gaps identified

SEeEAGEIESSLE

Privacy Commissioner
for Personal Data, Hong Kong




PMP Manuals for government departments

@ set up of Data Protection Office P

Specified roles and

responsibilities of
Data Protection Officer,
Personal Data Privacy Officer
and
Team Coordinator

privacy respectful culture

SEeEEAEaHIAERSEasLE

Privacy Commissioner
for Personal Data, Hong Kong




PMP Manuals for government departments

b

b

Role Officer b,
Data Protection Officer | [Post/Title of the officer(s) - To be decided by each individual
Personal Data Privacy Officer Bureau / Department. ]
Team Coordinator Team | [Post/Title of the officer(s) -
Team 2 To be decided by each
Team 3 individual Bureau /
Team 4 Department. |
Team 5
Team 6
\ Team 7

SEeEEAEaHIAERSEasLE

Privacy Commissioner
for Personal Data, Hong Kong




PMP Manuals for government departments @
* privacy respectful culture «

setup of a clear general

reporting structure &
reporting mechanism with

respect o data breach
handling

SEEASHIAERSLE

Privacy Commissioner
for Personal Data, Hong Kong



PMP Manuals for government departments

Team Coordinators

General reporting structure

SEE A a8l ERmaLE

Privacy Commissioner
for Personal Data, Hong Kong



PMP Manuals for government departments

Set up of reporting mechanism with respect to data breach handling

Respective
Deputy Secretary

Respective

Subject officer Team/Section Head

Data Protection Officer

If the data breach is
related to
information systems
and has major impact
on public services

IT team / Security Officer of’ Government Chief
the Bureau / Department Information Officer

HSEEASHIAERSLE
Privacy Commissioner
for Personal Data, Hong Kong




O PMP Manuals for government departments

B

Practical Protocols:

SEE A a8l ERmaLE

Privacy Commissioner
for Personal Data, Hong Kong




PMP Manuals for government departments

/Steps for Personal Data Inventory Review

. : lep 4:
Step 3: Submit the il e
updated personal  ° Review and Step 5: File

Initiate the Review the : nalise the t ated
i _ data inventory to fi l he‘upd :
review personal data NS updated personal data
5 o ¥ the Data Protection | .
exercise ' inventory : personal data inventory
: Officer . : / :
- mventory

Step 1: Step 2:

SEEASHIAERSSLE

Privacy Commissioner
for Personal Data, Hong Kong




PMP Manuals for government departments

V4 Specific steps and procedures
Steps for conducting a Privacy Impact Assessment

Action by: Data Action by: Data
Protection Protection
Officer Officer & subject
officer

Action by:
Subject officer

Action by: Action by:
Subject officer Subject officer

SEeEEAEaHIAERSEasLE

Privacy Commissioner
for Personal Data, Hong Kong
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PMP Manuals for government departments @
4/("” - ) > g 4

SEEASHIAERSLE

Privacy Commissioner
for Personal Data, Hong Kong



PMP Manuals for g

Tailored templates

| tiamate L
7) Do the contractual terms cover the |
cotseguenes for Wolation of the comtract”

B) 15 the Teany Section satisfied that the data
processor had followsd the coumtractual
ohligations in tespect of personal data
protection? if “Yes®, please elaborate

T ;.-m.-. = B * "a) I the awwer 1o Q(8) above s "No ', dd
! Uhe Town/ Sectivn take atry actions”

Nasse o3l slata oo smwmase

Prirgeess f sirgmging thve datn
Pyt

\ 10) Has the Team/Section performed mA‘ |
1‘ schoduied sndit/inmpection on the data

Bhe o Shome wigitiarms sof guems sasion)
processor im the past  these  years

Aate 3ot Ocwnren] ar<wwsend 1re
ther date s oswwroe

Date of waagmpeassecst with the
data fuimesocm

ﬁ (inchuding surprise visit)? I the answer is
—_— | “Veu©, please state -
wf duta processoars \ {a) the year of the andit inspection

Fart o Review o amnagee Tl .
C Questions I Neew/ N ]7M v r (b) any wregularmes identified ; and

DEFARTMENT s night  bo st mawd
tnsgreet hosw the data geocessor handies
auncd wtonws prow sossal data?

11 Dw the contyaeton tTerms sover BUREAD 1 () any remedual actions taken

I the anmwer s “No®, ploase explain why
an andst/inspection s Bot required

23 Dwr the contractus] fermme covesr this dats

P et . wolalignt bemnn tar CE T sudh ‘mmﬂ,. " m.d

tnrned avels to BUREALS l I =B Y ey n the
DEFPARTMIDNT for amy loss of docummmmt s data  processor  this  year, has  the
e WY trreaches or gns ot! Teany/Section identifed any
abmor valities rregularities” N “Yes", please state the

3 Do the comt tunl  Fferman  convwr i and the b
lLumuration 'ri wring or disclosing a taken by the data proe
persons!  data " o e v - - 4 +
knowledge of that should be for & parpose §2) Has any data bivach incidents ccourred
wihiicd: the persconal dats is esstrusted to t? | which imvolved the data processoc? If
+ “Yen®, a1 wide the corresponds
B e S s e s o ' s’ e Tormtion a5
o « N . -
Pttt ‘ ;(;:;hnwt‘(‘{hu refer 10 Antiex Q of the
2} Do the contractual termss covwr the timmwly|
return, destruction of deletion of personal
data by the data processor ?
| Completed by (Team Coordinator) Reviewed by (Data Protection Officer )
6 Do the contractual terins coner the date N Stmture B Snature
Processor's obligat o to adopt Name Nanw
peacticable sueans to protect the Jdats Post Puet
sntrusted 1o It (e g appropriate securmy Date Date
tarasiuges personal  dats protection l
policses and procedures. adequate training
to  gelevant staff, cioes-bosder data | . Reviewes! by (Teaun | Section Hewd)
Segnature
. -3 :
Powt

Date

//,

§ing. , /
\d];/fu. 0¢7 <
=l

LA R R 5

HSEEAGSHILERSLE

Privacy Commissioner
for Personal Data, Hong Kong




Is for government depa
rotocols

checklist to ensure the
«compliance with PDPO

«(e.g. Preparation of PICS)

HSEEAESHILERSLE

Privacy Commissioner
for Personal Data, Hong Kong
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PMP Manuals for government departments 2,

Practical Protocols /
@0&% (e.g. collection of identity card,

use of portable electronic
storage devices, handling of
DAR & DCR)

SEeEEAEaHIAERSEasLE

Privacy Commissioner

for Personal Data, Hong Kong
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Engaging the Data Controllers (SMEs)

SEE A a8l ERmaLE

Privacy Commissioner
for Personal Data, Hong Kong




Engaging Through Education

N D E .
A > B = ARWARFL WA W
[ ] - for Personal Oata, Hong Korkg 2:;;::'-.::)' P-.m-mam-u
° epsite or e By
[ ] [ ] [ ] About PCPD | Data Privecy Law | Naws £ E | I “ & Eng | € Il | Lugal A @ | EQucanon & Tralning | Resoulces Cuntre | Enguiry

s ~m~ 2 AQIE
More

What's New

Unleashing Potential in Innovation and Technology « Promoting
Data Privacy Protection Award Presentation Cervmony of Student
Ambassador for Privacy Protection Programme

Privacy Commissloner Exprusses Concerns Over Typeform's Data
Nreach Incldent (Chinese Version Only)

Privacy Commissioner Mouts Cantral and Western Concern Group
Regarding Legislative Councillor Ted Hul's Ineident

“Privacy: From Principles 1o Practice” - Privacy Awaruness Week
2028

SME Privacy Protection Campaign Launches to Gather Wisdom and
Bulld Sustainable Competitive Advantage

PCPD Awarded ERB “Munpower Developer™

Deputy Privacy Commibssioner for Personal Duta wond Assistunt
Privacy Commissioner for Personal Data Appointed

Privacy Commissioner's Response 1o Legistative Councillar Ted
Hut's Public Inquiries

Monltoring and Recording Legislative Councillors' Location in the
LegCo Complex and Snatching a Government Official's Mobile Phone

Privacy Commissioner's Response to the Suspected Intrasion into
Hong Kong Broadband Network's Castomer Database (Chinese

“European Union General Data version Only)

Protection Regulation (GDPR) 2016"
booklet
For Individuals For Organisations

Think Pywacy! Be Smarn Oolne EU<C 3l Data Protecion

ey Y 5 the LISang Computers md e It et an
) Dvamance, La ' ; <ong (Cap 456) Wisaly Mobse App Development
(FE)
Be Sman on Social Networks Frofes<ional Waorkshops
Your gentty Cara Number and Oniline Courses

Your Privacy )
el e INFOOLCTION 0 the PD(P 0

Exsrcmmg Your DRia Accass SErmar

Rights under the Ordinance Industry -specific Resourc
2uslry - O oS

Topic Gudes

Tope Suldes

SEEASaHIAEEEsLE

Privacy Commissioner
for Personal Data, Hong Kong




Engaging Through Educati

e Thematic Websites

I -
Protect,

Children PR Respect
X exps ki neroror ek er i ke Personal

personal data privacy, and for teachers and parents
10 help those under their care in how to protect Data

their personal data.

Latest
News
08.05.2017

’  CHILDREN
! ONLINE PRIVACY |

24.01.2017

www.pcpd.org.hk/childrenprivacy

SEE-EI = B
= =
oS

0 ICDPPC
' Aol Mivacy s Data I'vun.-'( o Awmichy
Ut wof O Vewol

» =il
o <M ERBARNLESRLE
= ;T‘vgegc«ml;i:snw
v ] o = B SO Db s Wor

Prufect Yoor Data « Intermnel « Smariphone « Socal Netwarking « (Oterfifiymg « Web(ans « of « Susiness

VR -SRE.N=N
Protece Bespect Personal Qats

" Think Privacy! 5", % %

« tREEas
Be SMART Online

A one-stop portal te provide useful informatien and tips
Tor you to protect personai data en your computer and
1o reduce the risks of online privacy hreach.

Physical Tracking and
Manitoring Through Electronic

Devees Protect, Respect Personal
Address the personal data Data - Smart Use of Internet
paivacy concems ansing from of Things

An infographic to fadiitate users °C

traciang and monitorng through

www.pcpd.org.hk/besmartonline
SeEA Sl Ens =

Privacy Commissioner
for Personal Data, Hong Kong




Engaging Through Education

-. Soua | M ed ¥ Www.youtube.com/usenr/PCPDH KSAR

N =R VB G 3 & f} ;
. “.H 6’ ]NP V00 - AL A,
& BEE Protect, Respect Persan, ata
i e 3 NE 25
vouruer e fay Swar?  Mind Your Duptal Fooly i £ | Do SMART Online L 5.3 S & - PCPD Hong Kong
. ' |

EH o= [+
B an

=R

B as PCPDHKSAR £33 £ 0 O 0 i
3 == B:ﬁ! E 56
@ == B o aw_a w A MR AN g
n & | (WAFRNIILIBSD) T —RismEnme @ 'ﬁg'

[~ R € fRLA R (FARE) (859 ) TRy Wa=m 2308 10 RAN ‘Be SMART A

vij x( a&}wuﬁ &

Ly(mce 1 the Prvacy Coammissionss far Farson.

Online #8_LFARE
© awaw Onta ARALBwWR L ‘I
AN EHR - PCPD
2“1_, AW AREEe /7 \mﬁniﬁﬁau Hong‘Klong °
R | ey

v Like N Follow » Share m
- LOLE B8 6 | vere

About Featured For You Ei Non-Governmantal Ouganization (NGO)

e A\ E3 EM".- Commun iy San AY

Videos / WL s R
- ~. ax . > AL Invite your triends 1o like ths Page
Eventy N o (v { o TRY people wxe this
s A A 3 S 782 people follow i
Community ?
e ———— Avbout Suw AN

| Conate » P'age | 782 paople follaw s s 781 poople like this O WNS RIS 2

©  Send Mesuage
M www.pepd org IbasmBaronine
# Statun
0 Non-Governmuntsl Orgenizetion (NGO)

© Impossaum

Paopie Alno Like
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Engaging Through Education

Seminars, talks, speaking engagements: self-organised or upon invitation

Industry-specific and individual companies/organisations; chambers and
associations

Covering both public and private sectors
In 2017: Conducted 314 professional workshops,

talks, seminars, speaking engagements and meetings
with stakehler, with 25,038 participants



Engaging Through Education

* |ndustry-specific tools and guidance
Guidance Note for Beauty Industry

Online Assessment Tool for Retail Operation

Proper Handling of
—-— ____|| Customers’ Personal Data
for the Beauty Industry AE A e

‘ FHEARNLERNOR
Privacy Commissioner - =
for Persanal Data, Hong Kong P e | PEPDOrg.HK

SEEASHIAERSLE

Privacy Commissioner
for Personal Data, Hong Kong




Engaging Through Education

* Industry-specific tools and guidance
- at PCPD.org.hk  fsenwinesrinance

Banking,
& Finance.

k
:

Hotellindustry, |

Bamm@w

SEEAEaHIERSSLE

Privacy Commissioner
for Personal Data, Hong Kong



Engaging Throu
* Industries engaged: ’ Beauty

industry ]

hm Education

Mobile apps
developers

Retail sector

Property
Telecommunications

management

SEEASHIAERESLE

Privacy Commissioner

for Personal Data, Hong Kong
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Privacy Campaign for SME
dad BTV ECE

Dedicated Enquiry Services for SME

(9 21101155
©) sme@pcpd.org.hk
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Engaging Through Promotion

* Media promotion

In 2017:
*  Press releases: 30
* Responses to media enquiries: 217 e
 Media interviews: 54

FRMMALe  AFUMMEL  AFIWMELL A7
AFREMRG

4 (3

REUTERS

FURREL

A WK ONRA AA WURLD COWMMNT BUMAESY TICH USE  CUANME  SROST WEDX MASM FOSTAME 1M Iv

Hong Kong privacy commissioner urges WhatsApp to
keep Facebook sharing procedures simple

L PN .28 2 ¥
Dffice of the Commi
for Persena Hong




Engaging Through Promotion

* Op-ed articles

) 272 W R A SR =

Personal data security
must be taken seriously

TN A R R T R

HEIR NI -
The Voice of

e —

A guartety B
Traved Inguibtry Gounas mKon.

CLLETEEL TR DT D
N TR R R R TR T
CEE R LR LR R LC R
W A ) T .
SO A N )
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. » L
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Project after project for members

LD 2) W IN AN A W ¥ (0
Personal data security must be taken serio ™
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L E
NN A
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WA v e diir i What s the Difference?

HONG KONG LAWYER |-

THE OFFICIAL JOURNAL OF THE LAW SOCIETY OF HONG KONG Henmaan

Matthew Gearing QC

C hairpersor. Nomg Komg beormationat Asteration Centre
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Engaging Through Promotion
* Publications

i Proper Handling of =
o Customers’ Personal Data =335

Privac for the Beauty Industry

- Topic-specific /anagement

A Best Practice Guide

- Industry-specific . 00

BEETTRXHES|
Best Practice Guide
for Mobile App
Development

CODE OF PRACTICE §_5

HUMAN

s mnem Y
Preiny

{2, Man) == RESOURCIR .
e : ; ! MANAGE = SR AHENERCE
. _r; ﬁ"g T

)-(‘ﬁ - -~
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Engaging Through Exchanges and Dialogues

* Data Protection Officers’ Club
e Established in year 2000
 Over 550 members from public and private sectors
* A platform for members to share and exchange views

R
& DATA

E PROTECTION

x> ’
T OFFICERS

B CLUB
o

SEEASaHIAEEEsLE

Privacy Commissioner

for Personal Data, Hong Kong



Engaging Through Exchanges and Dialogues

 Data Protection Officers’ Club
* Seminars, sharing sessions, visits, etc.

Privacy ang Social Media Marketing -

10 May 2018 - RIVAcy /Qﬁ/
i e - \ . -~ 3

. ‘ & = " 3 -l =y = = -
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Engaging Through Exchanges
and Dialogues

Data

Protection
Officers’ Club

Dedicated
website and
e-newsletter




Engaging Through Exchanges and Dialogues

 Work hand in hand with data controllers for |ssues/data breaches

e Example: data breaches by travel agents
|

Two more Hong Kong travel agencies
hacked

By Prudence Lui / Posted on g January, 2018 11:28

il Hack attack on popular Hong Kong travel agent
WWPKG puts customer data at risk

'l'lu-.‘l'.'vlu'\-',\ hich [ 1alise  Jap

y tours, did not say how man
PO itially affected : I if data was stole




Engaging Through Exchanges and Dialogues

* Meetings with chambers, trade associations and professional bodies;
conduct seminars and sharing sessions

* Hong Kong General Chamber of Commerce

 Chinese General Chamber of Commerce

 Chinese Manufacturers' Association of Hong Kong

* American Chamber of Commerce in Hong Kong !
e British Chamber of Commerce in Hong Kong

* Hong Kong Association of Banks

* Hong Kong Monetary Authority

* Hong Kong Institute of Chartered Secretaries

Hong Kong Institute of Human Resource Management
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Engaging Through Exchanges and Dialogues

* Meetings and exchange of views with multinational
corporations/associations for the latest developments/initiatives

with privacy implications

Facebook: Revised privacy setting; education programmes
Microsoft: seminars on privacy related topics

Alibaba
PayPal
Visa
Google
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Engaging Through Exchanges and Dialogues

Hong Kong Federation of Insurers (HKFI): Proposed database for

Fi i

insurance claims

HKFI is considering to set up a central database to combat fraud.
istorical claims data will be contributed to this central database by

I_
the participating insurers.
I_

Initiative.
HKFI has taken into account
PCPD’s comments and

of the proposed database.
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KFI and PCPD have been in dialogue on this proposed

nas built in privacy by design in the setug 7~
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Data Ethics as a Solution
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Data Ethics and Trust
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* No Surprise to Consumers
* No Harm to Consumers
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Promoting Ethics - “Legitimacy of Data Processing Project”

A

Ubiquitous collection and
innovative use bring challenges to
data protection

New technologies (e.g., BD, Al, ML)
revolutionise the ways in which
data is collected, processed and/or
used

Background

Z

Growing consensus that “notice and
consent” principle is not fully
effective

Growing public expectations for
data ethics
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Project
commenced in
Aprili2018

Project Background

#CPD SANEPErSON Involving 23

commissioneda A :
MEEtNgsINHoNg businessesfrom

US consultancy to = o
steer the Project Kong different sectors
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Project Objectives

ST —N

What does “ethical data
processing” mean?

“Fair data processing” — what

would the standards be to

describe what being “fair”
means?

What is the direct or indirect
linkage between fair/ethical
data processing and legal
requirements, and what
aspects of ethical data
stewardship go beyond the
law?

What are the motivators for
business to adopt the
principles and standards and
utilise ethical data impact
assessments?

J
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Participating Organisations

2 telecommunications companies
2 transportation companies

1 public utilities company

1 healthcare services provider

1 insurance company

1 credit reference agency

2 trade associations

9 organisations from other sectors
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Methodology

e In-person meetings

2 in-person meetings between the US consultancy and the participating organisations:

eunderstanding the level of maturity or “capability of privacy programs” within Hong
Kong business community;

esharing of practical experience of the participating organisations in adopting /
implementing accountability and data ethics;

ediscussing the data stewardship accountability elements and values, business specific
“principles” that support the values, and ethical data impact assessment

*2 in-person meetings (and email discussions) between the US consultancy and PCPD on
project approach and issues

¢1 in-person meeting among all parties to be held in August 2018

= Teleconferences

¢ 2 teleconferences between the US consultancy and participating organisations subsequent
to the in-person meetings to follow up on the comments gathered at the meetings
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Deliverables by the
Consultancy
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Compliance
Engaging
|
Accountability ‘ Culture
—-— L_
Incentivising Ethics/
Trust/

Respect
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Closing Remarks

Bojana Bellamy, President, CIPL



