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to the Pre-Rulemaking Considerations for  

the Children’s Privacy Amendment to the Colorado Privacy Act 
Submitted July 11, 2025 

The Centre for Information Policy Leadership (CIPL)1 welcomes the opportunity to provide feedback 
to the Pre-Rulemaking Considerations2 regarding the Children’s Privacy Amendment,3 which enters 
into effect October 1, 2025. 

CIPL commends the Colorado Department of Law for seeking informal input to inform the 
Department’s upcoming rulemaking implementing the Children’s Privacy Amendment, and CIPL 
supports the five principles highlighted by the Department to help guide the rulemaking: 

• Promote consumer rights. The rules should protect consumers, understanding that consumers 
need to understand and exercise the rights granted to them under the law. 

• Clarify ambiguities. The rules should clarify the law where necessary to promote compliance 
and minimize unnecessary disputes. 

• Facilitate efficient and expeditious compliance. The rules should help controllers and 
processers comply with the law, by making processes simple and straightforward for 
consumers, entities, and enforcement agencies. 

• Harmonize. The rules should facilitate interoperability and help situation [sic] the amendment 
alongside the competing protections and obligations created by other state, national, and 
international frameworks. 

• Allow for innovation. The rules should not unduly burden anybody from developing creative 
adaptive solutions to address challenges presented by advances in technology. 

These principles demonstrate a commitment to drafting clear and practical rules for businesses while 
facilitating interoperability and supporting innovation. We appreciate the Department’s proactive 
efforts in this regard. 

 

1  The Centre for Information Policy Leadership (CIPL) is a global privacy and data policy think tank within 
the Hunton law firm that is financially supported by the firm, 85+ member companies that are leaders in key 
sectors of the global economy, and other private and public sector stakeholders through consulting and 
advisory projects. CIPL’s mission is to engage in thought leadership and develop best practices for the 
responsible and beneficial use of data in the modern information age. CIPL’s work facilitates constructive 
engagement between business leaders, data governance and security professionals, regulators, and 
policymakers around the world. For more information, please see CIPL’s website at 
www.informationpolicycentre.com. Nothing in this document should be construed as representing the views 
of any individual CIPL member company or Hunton. This document is not designed to be and should not be 
taken as legal advice. 
2  The Colorado’s Department of Law’s document entitled “Pre-Rulemaking Considerations for the Colorado 
Privacy Act Children’s Privacy Amendment” is available here. 
3  Privacy Protections for Children’s Online Data, SB24-041, available at https://leg.colorado.gov/bills/sb24-
041.  

http://www.informationpolicycentre.com/
https://urldefense.com/v3/__https:/msqcje7ab.cc.rs6.net/tn.jsp?f=0011NaATIztA0vzd7dWvY2WZGIHyC6HXYb9hYCkp46Kd78kHAB_uySbctfmRcuIoeWN5YB_333VdG-1oc2iW1DS02bvuFv0N8wVyUUtNGjDaO4Jran9uMgR_SkTKnIqOjC4ViyEGuH1HJOf3bYd5PEqF89OSazl_11iiLd0r4FjJOIZaisa0qFwf4PrmWnOsBJNjydty9wq89eDtVAunRu_UcPjururP-umGF0rbVUMT-iz69eGHw-CAQ==&c=kd_8ZfnhluXSutZkdXA5F8zuX4sMpSGkVwb-WfqfeHfyv7s6s_Ojdg==&ch=LO6CWOqAXKf_I1khY7v_bD40D9z_FdZfLu4t3-8Qo03F3wlwyFE1Ng==__;!!PcOnccQ!EoTvGU6pKo2r23zrhvm8VcIYC1zBFrCwfiDub7LMigpXkjuXmKIq3GX869aNpyND13iH_uFBqAi8m-TtFeQ$
https://leg.colorado.gov/bills/sb24-041
https://leg.colorado.gov/bills/sb24-041
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CIPL recognizes the importance of designing and delivering appropriate online environments for 
children4 and has continuously worked to identify effective and practical solutions that can ensure the 
protection of children online so they can participate and thrive in the digital space. In April 2021, CIPL 
launched a special global project on children’s privacy and, in October 2022, published a detailed 
Policy Paper on international issues and compliance challenges.5 Among the issues identified for 
further exploration was the use of age assurance and its impact on children’s privacy and safety. 

Consequently, CIPL, together with WeProtect Global Alliance, initiated a series of Multistakeholder 
Dialogues to examine the issue more deeply and provide an environment for fostering solutions.6 
These Multistakeholder Dialogues are ongoing, and we welcome the Department’s participation at 
future meetings. 

In September 2024, CIPL issued a discussion paper focusing on U.S. state legislation requiring the use 
of age verification measures, with the goal of identifying technical, practical, and legal challenges 
affecting stakeholders and society more broadly.7 We followed up with a Roundtable held in San 
Francisco that addressed these challenges, and we published our takeaways from that discussion.8  

 

4  For the purpose of this consultation and unless otherwise noted, CIPL will use the terms child, children, and 
minor to refer to persons under the age of 18. CIPL recognizes that the Colorado Privacy Act defines a “child” 
as individual under the age of 13, Colo. Rev. Stat. § 6-1-1303(4), and that the Children’s Privacy Amendment 
defines a “minor” as any consumer under the age of 18, Colo. Rev. Stat. § 6-1-1303(16.5) (effective Oct. 1, 
2025). 
5  CIPL Policy Paper (2022) International Issues and Compliance Challenges, available at 
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/cipl_childrens_privacy_policy_paper_i
_-_international_issues___compliance_challenges__21_oct_2022_.pdf.   
6  The takeaways from these discussions are available on CIPL’s website: 

• Roundtable 1 (March 2024), available at 
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/key_takeaways_from_a_mult
i-stakeholder_dialogue_on_age_assurance.pdf.  

• Roundtable 2 (July 2024), available at 
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/cipl_weprotectglobalalliance
_key_takeaways_age_assurance_law_and_regulation.pdf. 

• Roundtable 3 (September 2024), available at 
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/cipl_weprotectglobalalliance
_keytakeaways_multistakeholderdialogue_sep24.pdf.  

• Roundtable 4 (October 2024), available at 
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/oct_22_key_takeaways_final.
pdf.  

• Roundtables 5 & 6 (October–November 2024), available at 
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/cipl_weprotect_a_multistake
holder_dialogue_on_age_assurance_law_and_regulation_apr25.pdf. 

7  CIPL Discussion Paper: Age Assurance & Age Verification Laws in the United States, September 24, 2024, 
available at 
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/cipl_age_assurance_in_the_us_sept24
.pdf. 
8  Takeaways from CIPL Roundtable: The State of Play in Age Assurance in the US, October 2024, available at 
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/the_state_of_play_in_age_assurance_
in_the_us_-_key_takeaways_oct24.pdf.  

https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/cipl_childrens_privacy_policy_paper_i_-_international_issues___compliance_challenges__21_oct_2022_.pdf
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/cipl_childrens_privacy_policy_paper_i_-_international_issues___compliance_challenges__21_oct_2022_.pdf
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/key_takeaways_from_a_multi-stakeholder_dialogue_on_age_assurance.pdf
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/key_takeaways_from_a_multi-stakeholder_dialogue_on_age_assurance.pdf
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/cipl_weprotectglobalalliance_key_takeaways_age_assurance_law_and_regulation.pdf
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/cipl_weprotectglobalalliance_key_takeaways_age_assurance_law_and_regulation.pdf
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/cipl_weprotectglobalalliance_keytakeaways_multistakeholderdialogue_sep24.pdf
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/cipl_weprotectglobalalliance_keytakeaways_multistakeholderdialogue_sep24.pdf
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/oct_22_key_takeaways_final.pdf
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/oct_22_key_takeaways_final.pdf
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/cipl_weprotect_a_multistakeholder_dialogue_on_age_assurance_law_and_regulation_apr25.pdf
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/cipl_weprotect_a_multistakeholder_dialogue_on_age_assurance_law_and_regulation_apr25.pdf
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/cipl_age_assurance_in_the_us_sept24.pdf
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/cipl_age_assurance_in_the_us_sept24.pdf
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/the_state_of_play_in_age_assurance_in_the_us_-_key_takeaways_oct24.pdf
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/the_state_of_play_in_age_assurance_in_the_us_-_key_takeaways_oct24.pdf
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In light of our research and our work in this space, CIPL supports strong protections for the privacy, 
safety, and security of minors online. We support robust privacy-by-design requirements and the use 
of a balanced, risk-based approach that recognizes the positive role of system design features when 
responsibly implemented. CIPL seeks to foster the development of context-specific risk taxonomies to 
assist companies in employing measures that are proportionate and appropriate to potential harms 
and do not restrict minors’ access to beneficial, age-appropriate content and services. 

In addition, CIPL notes that delivering effective privacy and safety protections for children and teens 
online requires more than mere compliance with the letter of the law. For more than a decade, CIPL 
has pioneered organizational accountability as a key building block of effective data privacy regulation 
and its corresponding implementation within companies. Indeed, CIPL’s Accountability Framework9 
(see Figure 1 below) is a recognized standard for the development of best-in-class data privacy 
protections and responsible business practices. It identifies seven essential elements of organizational 
accountability and can serve as a starting point for setting up a meaningful accountability program 
within an organization.  

 
Figure 1 

CIPL strongly believes that accountability is a modern and future-proof concept that can be applied to 
all digital regulation and corporate compliance. Meaningful and demonstrable accountability will 
ensure effective governance within an organization, placing the responsibility and discretion of how 
to operationalize legal obligations into risk-based controls, policies, procedures, and tools, 
commensurate with their business models and internal set-up.10  

 

CIPL’s detailed recommendations to the Department’s targeted questions appear below.  

 

9  See CIPL resources and papers on organizational accountability: 
https://www.informationpolicycentre.com/organizational-accountability.html.  
10  CIPL Accountability Discussion Paper 1 - The Case for Accountability: How it Enables Effective Data 
Protection and Trust in the Digital Society, July 23, 2018 
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/cipl_accountability_paper_1_-
_the_case_for_accountability_-
_how_it_enables_effective_data_protection_and_trust_in_the_digital_society.pdf 

https://www.informationpolicycentre.com/organizational-accountability.html
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/cipl_accountability_paper_1_-_the_case_for_accountability_-_how_it_enables_effective_data_protection_and_trust_in_the_digital_society.pdf
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/cipl_accountability_paper_1_-_the_case_for_accountability_-_how_it_enables_effective_data_protection_and_trust_in_the_digital_society.pdf
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/cipl_accountability_paper_1_-_the_case_for_accountability_-_how_it_enables_effective_data_protection_and_trust_in_the_digital_society.pdf
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TARGETED QUESTIONS FOR INFORMAL INPUT 

1. System Design Features .................................................................................................................. 4 
Q1a:  What is a system design feature? ................................................................................................. 5 
Q1b:  What is the threshold for “significantly” increasing, sustaining, or extending a minor’s 

use of the online service, product, or feature? How should this threshold be 
measured? .................................................................................................................................... 5 

Q1c:  How should countervailing measures be evaluated, if at all? For example, a prompt 
that encourages users to take a break after scrolling for a certain amount of time. ................... 6 

Q1d:  What are examples of practices that significantly increase, sustain, or extend a 
minor’s use of the online service, product, or feature? ............................................................... 7 

Q1e:  What constitutes consent of a minor or consent of a child’s parent or legal guardian? .............. 7 
Q1f:  What methods work best for obtaining consent from a minor, or a child’s parent or 

legal guardian? .............................................................................................................................. 8 
2. Willfully Disregards ......................................................................................................................... 8 

Q2a:  What factors should contribute to the evaluation of when a controller should be 
considered to “willfully disregard” that a consumer is a minor? .................................................. 9 

Q2b:  How does age and/or identity verification affect a determination that a controller 
willfully disregarded that a consumer was a minor? .................................................................. 10 

Q2c:  How should the target audience of content or a website impact the presumption that 
the viewer is a minor? ................................................................................................................. 10 

 

1. System Design Features 

The Amendment imposes restrictions on a controller’s use of “any system design feature to 
significantly increase, sustain, or extend a minor’s use of the online service, product, or feature.” 
Specifically, controllers offering an online service, product, or feature to a consumer whom the 
controller actually knows or willfully disregards is a minor must obtain consent prior to using such 
a system design feature. Consent may consist of the minor’s consent, or, if the minor is a child, the 
consent of the minor’s parent or legal guardian. 

Receiving information responsive to the following questions will assist the Department in 
considering regulations regarding system design features: 

• What is a system design feature? 

• What is the threshold for “significantly” increasing, sustaining, or extending a minor’s use of 
the online service, product, or feature? How should this threshold be measured? 

• How should countervailing measures be evaluated, if at all? For example, a prompt that 
encourages users to take a break after scrolling for a certain amount of time. 

• What are examples of practices that significantly increase, sustain, or extend a minor’s use of 
the online service, product, or feature?  

• What constitutes consent of a minor or consent of a child’s parent or legal guardian?  

• What methods work best for obtaining consent from a minor, or a child’s parent or legal 
guardian?  
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Q1a:  What is a system design feature?  

Broadly speaking, a system design feature could encompass any product element that relates to the 
functionality of the online service or product, but CIPL cautions the Department against restricting the 
use of any specific feature without an assessment of the context in which it is used and the risks and 
benefits it may present. 

The Children’s Privacy Amendment requires controllers offering an online service, product, or feature 
to a consumer “who the controller knows or willfully disregards is a minor” to, among other things, 
conduct data protection assessments (DPAs) related to any heightened risk of harm to minors.11 DPAs 
will help organizations identify and weigh the benefits of any feature against the potential risks to 
minors, while considering safeguards to reduce these risks. CIPL supports this risk-based approach. 

A risk-based approach ensures that measures are proportionate to the level of risk, avoids over-
restriction of children’s access to age-appropriate content, and curtails excessive obligations on 
service providers. A risk-based approach will require a clearly defined and commonly understood risk 
taxonomy, which must be centred around the likelihood and severity of a risk occurring as well as the 
potential benefits for the child.  

The Department’s regulations should be outcome-driven and should avoid mandating prescriptive or 
granular requirements with respect to design features. Such requirements would risk becoming 
obsolete quickly and would hinder the development of more innovative solutions from emerging 
technology. A prescriptive approach would also fail to account for evolving technical developments 
for new services and new risk profiles, and it would hamper the ability of organizations to determine 
what solutions work best for them and their users.  

CIPL would urge the Department to consider a nuanced approach to its assessment of system design 
features potentially covered by the rule. For example, a functionality that supports ephemeral content 
could be regarded as privacy-preserving by reducing the digital footprint of minors online. Similarly, 
notification features can be used to support media literacy, security alerts, or safety warnings.  

Moreover, the proposed rules should avoid recommendations for default settings that are not 
sufficiently well defined or evidence-based. Without sufficient metrics, broad recommendations may 
ultimately lead to the adoption of disproportionate measures in an effort to minimize enforcement 
risk.  

A more balanced, contextual approach is necessary when determining whether a design feature 
should be considered a risk factor. Acknowledging the constructive potential of system settings and 
design features, as well as mitigation measures, supports a more balanced and nuanced approach and 
enables platforms to use all available tools to protect minors online. 

Q1b:  What is the threshold for “significantly” increasing, sustaining, or extending a minor’s use of 
the online service, product, or feature? How should this threshold be measured?  

The Children’s Privacy Amendment requires controllers to obtain consent before using any system 
design feature to significantly increase, sustain, or extend a minor’s use of the online service, product, 
or feature.12 CIPL believes that the significance threshold should be tied to the risk of detriment to a 
minor’s best interests, rather than solely to the extension of user engagement. A risk-based and 

 

11  Colo. Rev. Stat. § 6-1-1309.5(1) (effective Oct. 1, 2025). 
12  Colo. Rev. Stat. § 6-1-1308.5(2)(b) (effective Oct. 1, 2025). 
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context-based approach is crucial, as not all user engagement features present the same level of harm. 
For example, a feature that prompts the user to solve an additional math problem or translate another 
sentence will not necessarily be detrimental to the minor’s best interests. 

The Department should consider compiling a list of non-exhaustive factors for organizations to 
consider when assessing whether a user engagement feature may pose a risk to the minor’s best 
interests.13 

CIPL also believes that a distinction should be made between different types of service providers. 
Requiring all providers to conduct extensive assessments to determine “significant” use would be 
disproportionate and place an undue burden where an initial evaluation of the nature, content, or 
presentation of the service indicates no reasonable risk of harm to minors.  

Q1c:  How should countervailing measures be evaluated, if at all? For example, a prompt that 
encourages users to take a break after scrolling for a certain amount of time.  

The Children’s Privacy Amendment—which requires controllers to exercise reasonable care to avoid 
any heightened risk of harm to minors14 and to conduct a data protection assessment if there is such 
a risk15—strongly supports a proportionate and risk-based approach to data processing. The 
evaluation of countervailing measures should therefore follow this approach and should be based on 
the overall impact of system design features, including their beneficial uses and the context in which 
they are used. The rules should enable the development, design, and offering of age-appropriate 
products and services geared to the best interests of children and teens. 

It is important to recognize that system settings and design features can play a positive and proactive 
role in enhancing online safety and well-being for minors. For that reason, a blanket requirement for 
disabling certain types of features by default can inadvertently disable beneficial and risk-minimizing 
uses. For example, geolocation and personalization tools can, in some cases, directly support child 
safety, such as helping a child locate emergency services quickly or filtering out age-inappropriate 
content.16 As mentioned earlier, notification features can provide beneficial messaging on media 
literacy, security alerts, and safety warnings. Similarly, recommender systems can be tailored to 
prioritize age-appropriate, educational, and enriching content, acting as a safeguard to steer young 
users away from harmful material. In some circumstances, mandating specific default settings or 
technical requirements could result in a one-size-fits-all approach that does not take into account the 
different capacities of children in different age ranges and with varying developmental needs. It would 
also fail to account for the different contexts of different platforms, or the fact that technologies and 
associated risks evolve over time.  

 

13  Centre for Information Policy Leadership, Response to the ICO Consultation on Draft Guidance for “Likely to 
Be Accessed by Children” in the Context of the Children’s Code (May 2023), available at 
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/final_cipl_submission_ico_consultatio
n_likely_to_be_accessed_by_children_18may2023.pdf. 
14  Colo. Rev. Stat. § 6-1-1308.5(1) (effective Oct. 1, 2025). 
15  Colo. Rev. Stat. § 6-1-1309.5(1) (effective Oct. 1, 2025). 
16  Centre for Information Policy Leadership, Comments on the UK ICO’s Draft Code of Practice for Age 
Appropriate Design (May 2019), available at 
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/cipl_ico_age_appropriate_design_may
2019.pdf. 

https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/final_cipl_submission_ico_consultation_likely_to_be_accessed_by_children_18may2023.pdf
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/final_cipl_submission_ico_consultation_likely_to_be_accessed_by_children_18may2023.pdf
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/cipl_ico_age_appropriate_design_may2019.pdf
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/cipl_ico_age_appropriate_design_may2019.pdf
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Thus, a nuanced and balanced approach should be followed when assessing features, particularly 
those considered potentially high-risk. This implies that measures should be evaluated within the 
broader context of how they contribute to a child’s overall online safety and well-being. For example, 
prompts encouraging breaks, as mentioned in the question, could align with the goal of ensuring 
effective privacy protections and the responsible use of personal information. The focus, however, 
should be on addressing the abuse or misuse of system design features, not the features themselves. 

 Q1d:  What are examples of practices that significantly increase, sustain, or extend a minor’s use of 
the online service, product, or feature?  

The Children’s Privacy Amendment imposes restrictions on a controller’s use of “any system design 
feature to significantly increase, sustain, or extend a minor’s use of the online service, product, or 
feature.”17 Many of the personalized tools and design features mentioned above could be potentially 
considered as tools that increase, sustain, or extend a minor’s use of an online service, product, or 
feature.  

While CIPL recognizes the need to mitigate risks, we also wish to emphasize the positive role some of 
these features can play. Recommender systems, for example, can play an important role in risk 
mitigation by ensuring that age appropriate and educationally valuable content is promoted, while 
inappropriate content is demoted. A risk-based and context-based approach is thus crucial for a 
proper evaluation of any practice or feature that could potentially increase user engagement.      

Q1e:  What constitutes consent of a minor or consent of a child’s parent or legal guardian?  

Under the Colorado Privacy Act, consent is defined as a “clear, affirmative act signifying a consumer’s 
freely given, specific, informed, and unambiguous agreement ….”18 The Act explicitly states that 
acceptance of broad terms of use, passive actions (like hovering over or muting content), or 
agreement obtained through dark patterns (user interface designs subverting autonomy) do not 
constitute consent.19 For a child under 13 years of age, the Children’s Privacy Amendment requires 
that consent for certain activities (targeted advertising, selling data, profiling, or using problematic 
system design features) be obtained from the child’s parent or legal guardian.20 For a minor (defined 
as a person over 13 but under 18 years of age), consent may come directly from the minor.21 

Operationalizing the consent of a parent or guardian poses a host of practical challenges. For example, 
parents may be unfamiliar with various technologies and data protection laws and regulations. As a 
result, they may not understand how parental consent works and its consequences, so consent 
ultimately may be limited in its effectiveness. Moreover, laws that require parental consent may 
envision a nuclear family and may inadvertently discriminate against or sideline children who do not 
live with both parents or whose parents are deceased or incapable of acting on their behalf, or do not 
have a child’s best interests at heart, or who live in other non-nuclear family structures. They also do 
not reflect the experience of families where parents and children may not have their own 

 

17  Colo. Rev. Stat. § 6-1-1308.5(2)(b) (effective Oct. 1, 2025). 
18  Colo. Rev. Stat. § 6-1-1303(5). 
19  Id. 
20  Colo. Rev. Stat. § 6-1-1308.5(3)(a)(II)(A) (effective Oct. 1, 2025). 
21  Colo. Rev. Stat. § 6-1-1308.5(3)(a)(I) (effective Oct. 1, 2025). 
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differentiated device and where parents may not be sufficiently literate or familiar with technology to 
provide consent. 

Moreover, where, as here, the law includes other responsible adults (legal guardians) who may act in 
the place of parents, companies are faced with determining whether the individual who is consenting 
on a child’s behalf may appropriately act in that capacity. While this issue arises in many contexts—
medical treatment, education, social care—it is uniquely difficult online because the relationship with 
the child is both limited and distant, so that the normal mechanisms for assessing the position of 
responsible adult are not available. 

Finally, it is important to acknowledge the difficulties associated with confirming that the person 
providing consent is the actual parent or person who appropriately acts in that capacity. Making such 
a determination requires evaluation of documentation to determine whether the individual is in fact 
the parent or is legitimately acting as a guardian. This is especially challenging when companies 
operate across a vast number of jurisdictions. Approaches to parental consent would benefit from 
taking these realities into account. 

Q1f:  What methods work best for obtaining consent from a minor, or a child’s parent or legal 
guardian?  

Given the limitations of consent as detailed above, CIPL recognizes that a method for obtaining 
consent must nevertheless satisfy the high bar established by the Colorado Privacy Act: “ ‘Consent’ 
means a clear, affirmative act signifying a consumer's freely given, specific, informed, and 
unambiguous agreement, such as by a written statement, including by electronic means, or other 
clear, affirmative action by which the consumer signifies agreement to the processing of personal 
data.”22  

CIPL encourages the Department to incorporate flexibility into its rules, focusing on the outcome—
i.e., “a clear, affirmative act signifying a consumer's freely given, specific, informed, and unambiguous 
agreement”—rather than the mechanics of how that is to be accomplished. The rules should allow for 
innovation as businesses address the limitations of current consent models and adopt approaches 
that weigh the risks and benefits to find the right balance that satisfies the statutory requirements 
based on the given context. 

 

2. Willfully Disregards  

The Amendment imposes requirements on controllers when they offer an online service, product, 
or feature to consumers “whom the controller actually knows or willfully disregards is a minor.”  

• What factors should contribute to the evaluation of when a controller should be considered to 
“willfully disregard” that a consumer is a minor?  

• How does age and/or identify verification affect a determination that a controller willfully 
disregarded that a consumer was a minor?  

• How should the target audience of content or a website impact the presumption that the 
viewer is a minor?  

 

22  Colo. Rev. Stat. § 6-1-1303(5). 
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Q2a:  What factors should contribute to the evaluation of when a controller should be considered 
to “willfully disregard” that a consumer is a minor?  

CIPL notes that the “willfully disregards” language arises in six contexts: 

1. The controller’s duty of care “to avoid any heightened risk of harm to minors.”23   
2. The requirement to obtain consent before processing a minor’s personal data for certain 

purposes.24 
3. The requirement to obtain consent before using any system design feature to significantly 

increase, sustain, or extend a minor's use of the online service, product, or feature.25 
4. The prohibition against using a consent mechanism that is designed to substantially subvert 

or impair user autonomy, decision-making, or choice.26 
5. The requirement to provide readily accessible and easy-to-use safeguards to limit the ability 

of an adult to send unsolicited communications to the minor with whom the adult is not 
connected.27 

6. The requirement to conduct a data protection assessment if there is a heightened risk of harm 
to minors.28 

CIPL believes that all of the actions mentioned in items 1-5 would trigger the requirement to conduct 
a data protection assessment in item 6. Such a risk assessment would determine the likelihood of 
minors being impacted and the potential risks involved. To the extent the assessment reveals a 
heightened risk of harm, the Amendment requires the controller to establish and implement a plan to 
mitigate or eliminate the heightened risk.29 

Application of this risk-based approach is crucial to understanding the meaning of “willfully 
disregards.” In CIPL’s view, an example where the “willfully disregards” language could apply would 
involve a case where a controller recognizes a heightened risk of harm to minors but fails to establish 
and implement a plan to mitigate or eliminate that harm. Willful disregard could also include situations 
where businesses have concrete indicators of a user's minor status but fail to take appropriate action. 

In many cases, an initial assessment of nature, content, and presentation of the online service, 
product, or feature may be sufficient to establish whether minors are potentially exposed to 
heightened risk of harm. In that regard, CIPL would ask the Department to consider whether certain 
services can be excluded from the obligation to do a formal assessment due to their nature (e.g., 
financial institutions and travel).  

 

23  Colo. Rev. Stat. § 6-1-1308.5(1) (effective Oct. 1, 2025). 
24  Colo. Rev. Stat. § 6-1-1308.5(2)(a) (effective Oct. 1, 2025). 
25  Colo. Rev. Stat. § 6-1-1308.5(2)(b) (effective Oct. 1, 2025). 
26  Colo. Rev. Stat. § 6-1-1308.5(3)(b)(I)(A) (effective Oct. 1, 2025). 
27  Colo. Rev. Stat. § 6-1-1308.5(3)(b)(I)(B) (effective Oct. 1, 2025). 
28  Colo. Rev. Stat. § 6-1-1309.5(1) (effective Oct. 1, 2025). 
29  Colo. Rev. Stat. § 6-1-1309.5(5) (effective Oct. 1, 2025). 
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Q2b:  How does age and/or identity verification affect a determination that a controller willfully 
disregarded that a consumer was a minor?  

The deployment of any age assurance measures must follow a risk-based approach, must be context-
specific, must take into account the wide variety of architectures of online services, and must provide 
organizations with the flexibility to implement reasonable measures appropriate to their services. 
More data-intrusive age assurance methods, such as through hard identifiers like government IDs, 
should be limited to high-risk cases or where initial age assurance failed. Age assurance should be 
weighed against the privacy rights of adult users where applicable. The absence of age verification 
should not automatically lead to a determination of willful disregard. Similarly, the use of age 
assurance measures that prove to be inaccurate in some cases should also be viewed in context. The 
discussion on appropriate and reliable age assurance methodologies and tools is ongoing, and it is 
important to continue to work towards further interoperability. This discussion forms part of the 
Multistakeholder Dialogue on Age Assurance, set up by CIPL together with WeProtect Global 
Alliance.30 We would welcome the Department’s participation at future meetings. 

 

Q2c:  How should the target audience of content or a website impact the presumption that the 
viewer is a minor?  

An initial assessment of the nature, content, and presentation of a service is fundamental in 
determining whether minors are part of the target audience. This primary assessment should focus 
on whether the service is designed to be attractive or relevant to teens. For example, websites focused 
on professional or technical topics (such as CIPL’s)31 would not typically presume that a viewer would 
be a minor. In any case, any presumption should be rebuttable: controllers should be given the 
opportunity to rebut the presumption that viewers are minors. Furthermore, CIPL recommends 
excluding certain essential services such as financial institutions and travel services from the scope of 
the proposed rules, given these services serve all age groups and are not primarily targeted at minors.  

That said, CIPL notes that the relevant criterion for application of the proposed rules should be focused 
on services, products, and features that present a “heightened risk of harm” to minors, not solely on 
whether minors may be part of the target audience. 

Since the technology is evolving, online providers should be able to explore and adapt new 
technological approaches to ensure that users of their services are of a certain age. It is also important 
to provide online service providers clear guidance on their responsibilities and take into account 
efforts towards age assurance that are done in good faith, consistent with the evolving nature of the 
technology. 

 

30  See note 6, supra. 
31  See https://www.informationpolicycentre.com/.  

https://www.informationpolicycentre.com/

